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PLANNING AIRBASES
FOR
COMBAT EFFECTIVENESS

Thi s handbook provides guidance for A r Force personnel responsible
for base conprehensive planning, and for consulting firnms that
prepare base conprehensive plans (BCPs) in accordance with AFR 86-4.
The handbook describes concepts and initiatives to incorporate
pl anning for conbat effectiveness in the BCP, and outlines a process
for devel oping the Contingency Plan Conponent of the BCP. A sanple
Conti ngency Plan Conponent and a statenent of work for preparing the
conponent al so are included. The handbook applies to personnel at
all Ar Force installations, facilities, and activities. Conmmrent s
shoul d be sent to HQ USAF/ LEEDS, Washi ngton, DC 20332-5000.
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Bases are the critical juncture at

whi ch aer ospace power is nost dependent.

For it is at the bases that resources

are concentrated in order to nanifest conbat
power (AFM 1-10, Conbat Support Doctrine).
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Chapter 1: INTRODUCTION

A. Purpose and Scope

1-1. Operational Capability.

a. Air Force operational capability is
dependent on the effective performance of
both weapons systens and basing systens.
The ability to successfully project, enploy
and sustain airpower is directly related to
the quality of the support system The
fundamental support systemis the Air Force
base, which nust be ready to effectively
end rapidly respond to energenci es.

b. Planning for conbat effectiveness
i nt egr at es emner gency and wartine
requirements wth peacetine planning, and
coordi nates the future physical |ayout and
devel opment of the installation with its
contingency mssions. The primary purpose
of planning for conbat effectiveness is to
ensure that Air Force bases are prepared to
support the wartine m ssi on, absorb
nobi |l i zations and deployed forces, and
sustai n conti ngency operations.

1-2. Pl anni ng Concepts.

a. The concepts and recomendations
contained in this handbook rmust be
interpreted and applied by comunity
pl anners and engineers in context with the
particul ar characteristics of their
installation. Differences in mssion,
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threat and |ocation conbine to produce a set of
factors, unique to each installation, that
i nfluence  conbat pl anni ng requirenents and
opti ons.

b. A broad range of concepts apply to
pl anning for conbat effectiveness. This docunent
di scusses those concepts which nay affect, or be
affected by, conprehensive planning and require
further clarification or guidance for the base
civil engineering planner. For the purpose of
this publication, planning activities are grouped
under the follow ng maj or headi ngs:

(1) Transition to Conbat:
Evaluation of an installation's capability to
support a surge of personnel, supplies and
equi pnrent in the event of nobilization; plans to
reserve land areas and provide tenporary,
expanded or new facilities to acconmodate
evacuations, nobilizations or force beddowns.

(2) The Conbat Environnment: |ncorporation of
air base operability prograns, considerations and
initiatives to ensure effective installation
performance in a wartinme situation.

(3) Physical Security and
Antiterrorism Consideration of security and
antiterrorist neasures in base planning and
devel oprent , and anal ysi s of | and use
distribution, infrastructure network and facility
site selection to enhance security.

1-2
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(4) Preparing for Emergencies:
Anal ysis of potential disasters to ensure
sust ai ned installation oper at i onal
capability during emergencies. Disaster
preparedness includes an evaluation of
protective shelters and recomrendations
to ensure a protective capability,

canacitv and durahilitv

(5) Vegetation and Land Form for
Camouf | age: Consideration  of nat ur al

canouf | age and construction techniques in
base devel opnent and | andscape pl anni ng.

b. References pertaining to these
subjects are provided at the end of each
section. A glossary of terns used in this
docurment is included at Attachrment 1.
At t achrrent 2 is a sanpl e base
conpr ehensi ve plan conti ngency conponent.
A nodel statenment of work for contractor
preparation of the conponent s at
Attachment 3, and a bibliography of
source docunents is at Attachnent 4.

Disaster Preparedness

Camouflage

B. Plan Integration

1-3. Operations Plans (OPl ans)

a. Planning for conbat effectiveness
does not duplicate or negate currently
approved operations plans, procedures or
regul ati ons, but i ntegrates this
information with base civil engineering
devel opnent plans and prograrns. The
pl anni ng process invol ves systenatically

1-3

Evaluate OPlans



anal yzing existing resources, i dentifying
limtations and needs, and inplenenting a
program to satisfy those needs. mis process
does not replace current or future operations
pl anni ng, but provides Dbasic, accessi bl e
information to support OFl ans.

b. The planner should evaluate the OPlans for

the base to determne potential requirenents
-for land area, facilities and infrastructure.

The current facility sitings should be
reviewed to determne if they are consistent

with the GPlans. me CPlans also list limting
factors which may surface the need for changes
i n base devel opnent.

1-4. Base Conprehensive Pl ans.

a. AFR 86 -4, Base Conprehensive Planning
(BCP), describes the concepts and process for
base devel opnent planning. Briefly, the BCP
provides a franmework for base planning and
devel oprment activities. Its overall policy is
to manage the lands, facilities and resources
under Air Force control in a nanner that
maxi m zes m ssion effectiveness.

b. Conbat effectiveness is an essential
element of base comprehensive plans. m e
pl anni ng] process provides the foundation of
information and direction for the BCP
conponents. m e Land Use, Transportation and
Wility Plans, in particular, are key
conponent s whi ch nust reflect conbat
capability in their reconmendations for base
devel oprment (figure 1 -1).

1-4
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Combat Capabliity

L

Contingency Plan

L

Land Use k———xr Transportation

Utitities

Facllity Requirements Functional Requirements

Figure 1-1. Conponent Rel ationships

1-5. The Contingency Pl an Conponent

a. The Contingency Plan | s a required
conmponent of the BCP. It provides the link
between energency and wartime operational
requi renents and base suppor t pl anni ng
activities. The conponent contains the ngjor
findings and recomendations resulting from
the planning process, and indicates how
facility and land use recomrendations are
incorporated into other BCP conponents The
conponent should include references to the
current CPlans it supports and should contain
a list of all agencies and organizations
participating in the planning process.

1-5
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b. Tab O The Tab O series of naps, listed
in AFR 86 -4, Attachnent 5, provides graphic
suppor t and information for cont i ngency
pl anning and base OPlans. For exanple, Tab
0-3, OGash Gid Mp, applies to base OCF an
355-1, D saster Preparedness Pl an.

C. Any assunptions or subjective decisions
used as a basis for plan recomendations

should be well docunmented. The Contingency

Pl an Conponent should be reviewed for security

classification. (NOTE: I f security
classification is required, ensur e t he
docunent is properly mar ked. O assified
information should be kept in separable
attachnents. I f the entire docunent is
classified, it should be mintained as a

separ at e docunent from ot her BCP conponents.)

Tab O Maps & Plans

Security Classification

C. The Planning Process

1-6. Program Managenent .

a. Maj or comands (MAJQOMVE) are
responsible for establishing conprehensive
pl anning prograns at their installations and
ensuring that a contingency plan is a
conmponent of the overall BCP. The base
facilities board (FB) is the focal point for
the planning process, nonitors preparation of
the plan and provides direction for input to
the plan by all installation organizations
and tenant units.

1-6

Facilities Board



b. The oper at i onal communi ty, in
particul ar, should nave an active role in
the planning process. This effort requires
a coordinated approach to ensure support
and participation by all |evels of command.

1-7. Interagency-Intergovernnent al
Coor di nat i on.

a. The contingency planning process shoul d
be coor di nat ed with ot her mlitary
installations in the region and, when security
considerations permt, with federal (or host
country), state and local civil authorities
and wutility conpanies (figure 1 -2). These
authorities include public safety and nedi cal
services, public works and pl anni ng agenci es.

b. Wthin the United States, AFR 19 -9,
Chapter 2, Interagency and Intergovernnental
Coordi nati on for Envi r onnent al Pl anni ng,
provi des gui dance for installation
coordination with local governments. MAJCOW
and installations nay obtain coordination
with federal and state agencies in the region
through the Ar Force Regi onal Gvil
Engi neers. In nost countries, installations
shoul d consul t W th t he MAJCOM  for
appropriate coordi nati on procedures.

1-7
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1-8. Three-Phases of Pl anning.

a. Figure 1-3 illustrates the three -phase
conpr ehensive planning process consisting of
identification, evaluation and inpl enentati on.

Phase 1. I dentification: This is the
i nformation gat heri ng phase in whi ch
operational concepts, basic deficiencies, and
l[imtations are identified. | dentification

consists of defining goals and objectives for
conti ngency operations, performng an inventory
of resources and facilities, forecasting
changes which are expected to occur during a
contingency situation, and then analyzing the
results for current and future inplications.

Phase 2. FEvaluation: This phase involves
devel opi ng and assessing alternative courses of
action to respond to contingency situations.
Thi s is fol | oned by prioritizing
recommendations that wll becone part of the

contingency plan and incorporated into the
ot her RCP comnonent s.

Phase 3. inplenentation: During this phase,

plan alternatives are selected, long -term
construction projects are programred, and
required i nprovenent s in servi ces and

facilities are initiated.

b. These phases overlap and nay be repeated

as new information i's consi der ed and
alternatives are di scussed. The process
i nvol ves continuous nonitoring and includes a
f eedback loop to ensure the plan is
i npl enent ed.
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D. General References

1-9. The follow ng documents provide the
basi s and background for the planning
pr ocess:

a. The Defense Quidance e (U (Secret).

b.: Ar Force 20Q0: Air Power Entering
the 21st Century (U (Secret).

c. USAF Support Force Sizing Exercise
(FCRSI ZF.) .

d. USAF War and Mobilization Plan (WWP),
Vol unes 1-5.

e. Mjor Force Qperation Pl ans (CPl ans).
f. USF CONUS Base Use Plan (CBUP).
g. AFM 1-10, Conbat Support Doctri ne.
h. AFR 19-9, Interagency and
I nt ergover nnent al Coor di nati on of Land
Facility, and Environmental Plans, Prograns,

and Projects.

i. AFR 28-3, USAF (peration Pl anning
Process.

] . AFR 28-5, USAF Mobilization Pl anning.

k. AFR 28-31, Base Support Pl anning.
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|. AFR 86-1, Programm ng QG vil
Engi neeri ng Resour ces.

m AFR 86-3, Vol. 1, Pl anning and
Desi gn of Theater of Cperations Ar
Bases.

n. AFR 86-4, Base Conprehensive
Pl anni ng.

0. AFRM 93-2, Conti ngency
Response Pl anni ng.

p. AFR 360-1, Air Base
Qperability.

g. AFP 360-2, Wng Conmander’s
Air Base (perability (ABO Planning
Consi der ati ons Qui de.

r. Base Capability Acquisition
Pl an (B- CAP).

s. Unit ABO Pl an.

1-10
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Chapter 2: TRANSITION TO
COMBAT

A. Surge Capability

2-1. Definition and Purpose.

a. Surge capability is the potentia
for an installation to rapidly and
effectively absorb and support increased
mssion roles of addi ti onal aircraft,
personnel, supplies and equiprment in the
event of a nobilization, deploynent or
evacuat i on. The transition from a
peacetine to a contingency base operation
wi Il involve significant changes that nust
be anticipated in developrment planning.
The pl anni ng process requires a
conprehensive analysis and evaluation of
install ation expansi on capabilities.
Tenant and deploying units also mnust be
i ncluded in the planning process.

b. Surge requirenents are derived
from Conus Base Use Pl ans, t heat er
reception plans, and MAJOOM wunified and
speci fi ed command operations plans. These
requirenents also provide input top Base
Support Plans prepared under AFR 28-31
requi renents. Consol i dati ng this
i nformation to det erm ne expansi on
requirenents results in greater accuracy
and thoroughness, elimnates duplication
of effort, and permts better coordination
anong affected units and functions.

Expansion Capabilities

Base Support Plans



C. In general, installation surge
capability will include:

(1) Evaluating the base's hol ding
capacity and determning avail able base

resources. Surge capability planning Holding Capacity
should include the programmng and

execution actions, both short - and

long-term to devel op necessary

facilities (pavenent s, revet ments,

etc.), systens and equi pnent to support
t he expansi on.

(2) EBvaluating the installation
infrastructure in terns of current usage,
capacity and physical condition. The term
infrastructure includes all utilities,
roads and communi cati ons-conputer systens
on the base.

Infrastructure

(3) Devel opi ng gr aphi c
information supporting the analysis,
recommendations and conclusions in the
plan text (Tab 0 -1  of the Base
Conpr ehensi ve Pl an).

2-2. Planni ng Met hodol ogy.

a. The entire base shoul d be viewed
as a system do not focus on one
function or area, but visualize a Cooperative Effori
coordi nat ed, cooperative effort to
support the expansion. As part of the
eval uation, two levels of contingency
requi renents nust he identified:



(1) Expedient Beddown: the initial
provi sion of austere facilities to meet short
term requirenments ranging from one to six
nont hs.

(2) Follow-on: upgraded or new facilities
to neet long -termrequirenents.

b. Fexibility is essential to support
evol ving or changi ng expansi on requirenents.
The existing base |ayout, road network
utility distribution and relationship anong
various base functions all conbine to
influence the transition capability of the
base. Additionally, the siting, orientation
and design of proposed new facilities should
be ained at increasing effective response
capability.

Flexibility

c. If possible, there should be nore
than one response option for each envisioned
expansi on scenari o. For exanpl e, in

Response Options

considering billeting requirements, review
avail able space in existing dornms, fanmly
housing units, admnistrative areas, etc.,
as well as vacant |land areas for setting up
atent city.

d. The surge capability analysis is a
fundamental part of long -range planning for
future base devel opnent and supporting
infrastructure. The analysis perforned as
part of the surge capability assessment will
provide the basis for other conponents of
t he conpr ehensi ve pl an.

Long-range Planning



e. Support that can be obtained fromthe

| ocal civilian communi ty (nmotel s,
st or age, construction material s and
equi pnent, etc.) should be considered in
assessing surge capability. Short -term

requirenents can be satisfied if simlar
services are available off -base for an
enmergency. Use of off -base resources nust
be weighed against security a w safety
inmplications, and the possibility that
they will wt be readily available in an
enmergency. Potential energency support
facilities should be identified on the
base vicinity maps (figure 2 -1).

2-4
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Motel B
5 375 beds

{——— motet €
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USSEX

.k— Motel D
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D ] Company 2

Q Construction Material
Company 1

4
|
Heavy Construction 3. —— .
Equipment BEECH

Figure 2-1. Ot-Base Facilities



B. Surge Capability Assessment

2-3. CGeneral
Requi renent s

a. The assessnment of surge capability

involves an overall inventory of Dbase

facilities, infrastructure, pavenents and
avail able land. Undevel oped open space
whi ch is unencunber ed by  significant

devel opnment constraints, including airfield

cl ear ances, expl osi ve quantity -distance
clear zones or other factors (such as steep

sl opes, flood plains, etc.), and are not in
prinmary target area, are ideally suited for
accommodat i ng expanded requi renents.

b. In the absence of sufficient
undevel oped open space, recreational open
space, such as large playing fields,
should be considered for tenporary uses,
city”),

supply

such as a bivouac site (.tent
mobi | e hospi tal , and
storage/ staging areas (figure 2 -2).

tent city

T ERw e fleld hospital
Temporary supply storage

Figure 2-2. Contingency Open Space

Expansion Requirements



c. Were it is necessary to inprove or
expand a facility, function or system to
increase capability, short -term energency
i mprovenent s and long -term progranmm ng
actions shoul d be det erm ned.

2-4. Priorities: In determning land and
facility requirenments, specific planning
needs nust be identified, in a priority
sequence of what must be done and in what
order, to transition from a peacetine,
non-energency operational environment to
contingency operations. Existing physical
capabilities and possibilities should be
identified, rather than assunptions as to
what would be desirable. A though nany
different requirenents nust be considered
at each installation, a representative |ist
i s provided bel ow

a. Qperational Requirenents.

b. Wility Systens and Servi ces.
c. Transportation Network.

d. Essential Support Facilities.
e. QG her Support

Facilities.

2-5. (perational Requirenents:

a. Is there sufficient area to expand the
aircraft parking apron? Can aircraft park on
unused taxi ways, hardstands, runways, etc.?

Planning Needs

Aircraft Parking



A pavenent bearing capacity survey should be
performed on all current and potenti al
aircraft parking surfaces. D spersed aircraft
parking | ocations should be revetted whenever
possi bl e.

b. Wiat is the capacity and expansion

capability for jet fuel or other POL storage? POL Storage
What is capacity of fuel lines, punps and
hydr ant s? For munitions storage and

handl i ng? Indicate required expanded storage
areas or tenporary narshaling areas on the Tab
0-1.

c. Wat is the capacity and expansion Ops & Maintenance
capability for aircraft oper ati ons and
mai ntenance facilities? Do facilities exist
whi ch provide splinter protection as a m ni nun?

d. Are there areas for the storage of
aircraft ground equipnent (AGE) and nunitions
handl i ng equi pnent (ME) associated with
depl oyi ng units?

Equipment

NAVAIDS

e. What are t he capabilities and
[imtations of navigational aids/air traffic
control services?

f. Fgure 2-3 illustrates sone of the
operational considerations to be noted on base
pl ans.



Figure 2-3. Operational Requirenents
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2- 6. Uility Syst ens and Servi ces:
Determine the naxi num effective popul ation
t hat can be supported by the nost
restrictive elenent of the existing utility
systens (figure 2 -4). What tenporary
i nprovenents can be nmade to increase
capability? Wth tenporary inprovenents
assunmed to be in place, what population
could be served? Tenporary inprovenents
should also address non potable water

sources for use in firefighting. Figure 2 4. Wility Systens

a. Identify other energency water
sources (water trucks, trailers, bladders,
etc.) which are avail abl e.

b. Are stand -by generators avail abl e for
critical services and new surge requirenents
(for exanpl e, conput er s, comuni cati ons,
hospital, command post, navigational aids)?

d. Wiat is the expansion capability for
vehicle parking, maintenance, and storage
areas?

2-7. Transportation Network: The existing

road system should be analyzed for its Road System
capacity and potential to handle increased

traffic due to the surge population and

activities.

a. Wuat inprovenents or changes in
traffic routing can be made to accommodate
the surge? ldentify new traffic and parking
generating activities and | ocati ons.

2-10



b. Is there a quick response time to the
flight 1ine? Are there alert access routes?
These should be reviewed for adequacy and
indicated on the Tab 0 -1.

C. What addi ti onal vehicle  parking
requi rements are necessary?

d. Does the vehicle maintenance area need
to expand to provide additional storage and
mai nt enance facilities?

e. Wat is the potential to use nass
transit vehicles to replace use of PO/s on
base?

2-8. Essential Support Facilities: Determne
the nunber of individuals, by rank (airnmen,
NCGs, officers), and the nunber of mlitary
famly rmenbers expected in an expansion
situation. Capacity and expansion potential
should be identified for the followng
facilities:

a. Dormtories. How many additional
personnel can be billeted in existing dorns?
Is additions space available for tenporary
sl eepi ng quarters Wit hin adm ni strative
facilities? Is vacant, usable l|and available
for a tent city? Sites reserved for the tent
city should be shown on the Tab 0 -1.

b. Medical/dental facilities.

c. Dning facilities.

2-11



d. Personnel and finance records.

e. Mortuary services.

f. Qher requirenents.

2-9. O her Support Facilities: Wat is the
capacity and expansion potential for the
fol | owi ng facilities or non -conbat
| ocations):

a. Famly housing. Can nore than one
famly occupy a housing unit on a
t enporary basi s?

b. Dependent school , child
devel opnent center, yout h center,
c. Indoor and outdoor

recreation activities.

d. Base exchange and conm ssary.
e. Chapel services.

f. Qher requirenents.

C. References

2-10. Refer to the follow ng docurments for surge capability planning and
gui dance policy:

a. AFR 28-5, USAF Mbbilization Pl anning
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b. AFR 28-31, Base Support Pl anning.
c. AFR 127-100, Explosives Safety Standards (see especially Chapter 8)
d. MAJCOM War and Mobilization Pl ans.

e. Planning Factors for Mlitary Construction in Contingency Q(perations
(MICS 235-86)

f. CONUS Base Use Pl ans
g. Theater Reception Pl ans

h. Base (perations Pl ans
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Chapter 3: THE COMBAT ENVIRONMENT

A. Air Base Operability

3-1. Purpose. Air Base perability (ABO
is an Ar Force program which provides
commanders with the capability to destroy
attacking air and ground forces, to limt
damage, and to survive, recover, and
continue to operate under attack or
post -attack conditions (AFR 360 -1). The

program provi des t he basi s for
incorporating a warfighting perspective in
peacet i me installation pl anni ng and

devel oprent .

3-2. Scope.

a. ABO provides the capability for the
base to sustain flight operations in a

conbat envi ronment . The program is
designed to integrate base |evel assets
( manpower , equi prrent , vehi cl es,

infrastructure and other systens) to
enable the enploynment of air power and
provi de for sustained conbat capability.

b. Conbat capability is not only
linked to aircraft sortie generation, but
i ncl udes t he entire conbat suppor t
spectrum of  defense, m ssi |l e, radar,
comuni cations, storage, supply and other
facilities, as well as ensuring aircraft
| aunch and recovery capability. In
addition to base resources, ABO also
i ncl udes host nation support

Attack & Postattack
Conditions

Base Assets



agreements, the NATO infrastructure program
and other service and allied initiatives
designed to ensure operability.

B. Planning Considerations and Initiatives

3-3. Pl anni ng Consi derati ons.

a. The fundanental elenments of the ABO
program are air base defense, survival,
recovery, support and generati on. The
followng is a brief description of each
el ement :

(1) Defense - active defense neasures,
including attack warning and assessnent
facilities and equipnent; surface to air
m ssi |l es and guns; def ensi ve fighting
posi ti ons; tacti cal sensors; depl oyabl e
security forces and rear area support (to
i ncl ude ot her service and host nation forces).

(2) Survivability (Passi ve Def ense

Measures) - hardening protection/shelters for
per sonnel , muni ti ons, communi cat i ons,
aircraft, wor k centers and utilities;
canouf | age, conceal ment and decept i on;

chem cal / bi ol ogi cal and conventional detection
and warning systens; aircraft dispersal sites;
alternate launch and recovery surfaces; and
access taxiway inprovenents.



(3) Recovery - fire, crash and rescue
equi pnent ; nedi cal suppor t facilities;
energency generators; water supply and
servicing; vehicle repair and supplies;
damage assessment; mninum operating strip
selection; rapid runway repair, contingency
airfield lighting and nobile arresting
syst ens; expedi ent facility repair;
unexpl oded ordnance safing and renoval; and
utility repair.

(4) Support - internal and external air
traffic control / navi gati onal ai ds,
comuni cati ons systens, mcrowave, satellite,
host nation tel ephone lines; autonated data
pr ocessi ng, base cabl e pl ant and
communi cations centers; critical vehicles and
suppl i es; prepositioned stockpiles; resupply;
additive forces and equi pnent.

(5) GCeneration - crash recovery and
battl e damage repair; aircraft shelters and
di sper sal par ki ng; alternate launch and
recovery surfaces; access taxiways; mnimm
operating strips; energency off -base aircraft
landing and l|aunch sites; navigational aids
and weat her equipnent; contingency airfield
lighting and nobile aircraft arresting
syst ens.

b. The layout of an installation can
contribute to, or det r act from t he
successful enploynent of these elenents.
Limted real estate, and conpeting demands,
such as facility dispersal for survivability
versus the increased functional effectiveness
achi eved by facility proximty, wil |
i nfluence



pl anning decisions. Overall conbat capability
shoul d be the primary consideration. Toward this
end, the follow ng concepts should be applied
t owar d base conpr ehensi ve pl anni ng:

(1) High Threat Zones (HTZs).

(a) These zones are areas on the
installation with high value targets with a high
potential for eneny air and ground attack. The
HTZs are determned by the major command and
base intelligence offices, the base Drectorate
of Qperations, in coordination with the COfice
of Special Investigations and security poli ce.

High Value Targets

b. Exanples of HIZs include airfield
pavenents, aircraft parking, operations and
mai nt enance areas, weapons and fuel storage
sites, and comrand, control and comrunications
facilities. Qher potential targets include
power generation and water supply facilities,
and base def ense positions.

(c) The primary consideration is the
relative location of conbat related facilities
in the HTZ A linear alignment of buildings is
an ideal reference point for an air attacker,
and presents a desirable target affecting a
greater nunber of functions. New facilities

should be located and oriented to avoid the Facility Dispersal
straight alignment and grouping of structures
(figure 3-1).



Dispersed pattern

Figure 3-1. Facility Dispersal

(d) Another consideration is the
| ocation of base support facilities
within the high threat zones. Facilities
that are not directly conbat related,
such as comunity services and comrerci al
functions, admnistrative buildings and
housing areas, should be |ocated away
fromthe HIZ

not conbat
functi onal
shoul d be
t hey

that are

not require
rel ated uses,
relocation if

(e) Functions
rel ated, or do
adj acency to conbat
eval uated for possible
are within the HTZ

Base Support Facilities



(f) Functions that tend to cluster
high value targets in one area, should be
noved to facilities outside of the zone, or
away fromother potential targets.

(2) Expl osive Safety.
Q-D Zones

(a) During conbat operations, t he
expl osives quantity -distance (Q-D) safety
cl earances associated wth weapons storage
areas (WBA), weapons on uploaded aircraft,
hot cargo pads, and tenporary nunitions
storage and narshaling areas, are nore
inmportant to the safety and operationa
capability of the base than at any other
tine. Not only is there a hei ghtened danger
of acci dent al detonation due to the
i ncreased nunitions handling activity, there
is the added danger of detonation from
attacks on the base.

(b) To ensure that explosive safety
considerations are included in contingency
plans, the Q-D zones (figure 3 -2) should be
based on t he wartine t aski ng and
configuration of t he WA  and ot her
expl osi ves storage and handling |ocations.
These Q-Ds should be validated and indicated
on the Tab D -8.

(3) Fuel Storage Sites.

(a) Amrong the highest value targets on
the base are fuel storage sites and
distribution systens. Simlar to the WA in
their peacetine and wartinme vulnerabilities,
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they are critical to the mssion, and present
a maj or safety hazard to the base.

(b) Fuel storage sites and associated
handling facilities should be separated from
all other potenti al targets. To limt
adverse inpacts due to a fuel spi |
resulting from a breached containment berm
fuel storage tanks and bladders should be
| ocated down -slope from other base areas.
Because fuel storage tanks have unique
visual profiles, they should be concealed
(see Chapter 6) and dispersed if possible.
The entire f uel distribution system
i ncl udi ng pi pes, valves, controls, punps and
generators, should be hardened to the same
level. As a mnimm above -ground valves and
pi pes shoul d be provi ded splinter
prot ecti on.

(4) Envi ronnment al Resour ces.

(a) Base operational capability during
wartine is related to the capabilities
establ i shed during peacetime. The base is
reliant to a great ext ent on the
environment in which it is |located. Damage
to the environment by both on -base and
off -base sources can hanper effective
conbat preparations. Ignoring environmental
concerns may result in lack of community
support and decr easi ng t ol erance to
mlitary activities. This nmay serve to
[imt our ability during peacetine to
construct facilities, conduct trai ni ng
activities, and beddown systens, resulting
in degradation to our warfighting

Combat Preparations



capability. Attention should be given to
activities which have the potential to
cause envi ronnent al probl ens. These

- Handling of hazardous materials
and di sposal of hazardous waste.

- Construction activities in
undi sturbed forested areas, wetlands, or
uni que habitats.

- Sewage treatnent, including the
capacity and condition of facilities, and
t he adequacy of treatnent and di sposal .

- Aircraft operations over noise
sensitive areas.

- Rel ease of gases, funes, etc.

- Solid waste nanagenent .

(b) Envi r onnent al consi der ati ons
during wartinme will include the expedient
di sposal of toxic wastes and debris.
Specific ¢ areas on the base should be
designated as energency wartine disposal
sites to avoid possible contamnation and
m ssi on degradati on.

3-4. Planning Initiatives.

a. Various A Winitiatives are being
i mpl enented to enhance installation conbat
capability (figure 3 -3):

(I') Alternate Launch and Recovery
Surfaces (ALRS).

Wartime Disposal Sites



Figure 3-3. ABO Initiatives

Figure 3-3. ABOInitiatives
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(2) Survivable Collective Protection

System-2 (SCPS-2) and -Medical (SCPS -M

(3) Defensive Fighting Positions
(DFPs) .

(4) Hardened Communications and
Wilities.

(5) Attack Control Facilities.

b. These initiatives should be
considered in developing the BCP. This
section identifies land wuse and site
planning criteria for each initiative,
recogni zing that the wunique situation at
each base may result in other solutions. The

civil engineering planner will need to work
with the local ABO division, the air base
ground defense conmander, the tactical

deception officer, and other offices such as
expl osi ve ordnance disposal and safety, to
ensure their interests are considered for
i npl ement ati on during the planni ng process.

C. Al ternate Launch and Recovery

Surfaces (ALRS): provide redundant aircraft
operational surfaces for use in the event
the main runway(s) cannot be wused. The
followi ng are pl anni ng consi der ati ons:

(1) Oientation: determne prevailing
wind direction and clinactic conditions.
Consider orienting so that AURS is not
parallel to, or aligned with prinmary runway.

3-11
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(2) Topography: mnimze the cut and
fill of recontouring the land for the ALRS
and rel ated taxi ways.

(3) Airfield and airspace clearances:
identify obstructions on the airfield and
the surrounding area that could affect
flight safety. Renenber, aircraft returning
from conbat mssions may be danaged and
their maneuverability limted.

(4) Navigational aids and airfield
support facilities: assess the possibility
of replacenment or relocating this equipnent
to accommodate nul tiple runway use.

(5 Proximty: avoid siting the ALRS
near the main runway, since this high threat
zone is subject to the first attack. ARS
should be a mninum of 500 (centerline to
centerline) from the main runway or other
al ternate surface.

(6) Also consider existing taxiways
and off -base roads as potential ALRS. If an
off -base road is determned to be a feasible
ALRS, determne route from the base to the
ALRS to accommodate towed @ or t axi ed
aircraft, and mai nt enance, f uel and
muni ti ons vehi cl es.

d. Survivable Collective Protection Nuclear / Chemical Threat
System2 (SCPS-2) and -Medical (SCPS-M:
these units provide safe shelter for persons
in a nuclear/chem cal att ack. Overal |
dinmensions for the SCPS -2 are 56" by 98';
the SCPS-Mis 49" by 132" (figure 3 -4).
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Figure 3-4. SCPS Plan View

They are partially buried and earth -covered
for protection and canouflage. The SCPS -Mwas
adapted fromthe SCPS -2 design to facilitate
wartime medical activities. Table 3 -1 lists
major siting criteria from the SCPS Siting
Quide (reference 3 -Sf). In addition to siting
criteria, also consider the follow ng:

(1) Provi de adequat e separati on
bet ween SCPS to all ow access for construction
equi pnent .

(2) Provide roads to SCPS for generator
refueling, water resupply, and sewage renoval.
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Start near areas of high population density and look for sites that meet these
guidelines

Within walking distance for assigned personnel

Survivable

- Entrance oriented away from probable targets

- At least 50 ft from adjacent SCPS

- Do not site more than 3 SCPS units, semihardened or protected facilities, or
aircraft fuel installations in a direct line over a 1500+t distance.

In compliance with airfield criteria (AFR 86-14)

- At least 700 ft from runway centerline

- No higher than 7-to-1 transitional slope
beyond this distance

- At least 200 ft from centerline of taxiway
used for transport aircraft

- At least 65 ft from centerline of taxiway
used by tactical aircraft

- At least 30 ft from hardstands for tactical
aircraft

In compliance with explosive siting requirements (AFR 127100)

- At least 150 ft between any aircraft shelter
and a SPCS unit with a 3-ft berm
- At least 50 ft between any aircraft shelter
and a SCPS unit with a 5-ft berm
- Minimum separation distance from other explosive sources as follows:
- K-9 for SCPS with 3-ft berm
- K-3 for SCPS with 5-ft berm

At least 100 ft by 150 ft
Without the following, if possible:

- Trees
- Buried utilities
- Surface or subsurface rocks

Table 3-1. SCPS Siting
Criteria
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(3) Avoid siting in areas having high
groundwater. Since the SCPS is partially
buried, high groundwater poses A nmajor
siting problem

e. Def ensive Fighting Positions
(DFPs): these small canouflaged bunkers, Security Forces
partially buried, are for use by forces to
defend the base from ground attack.
Siting considerations are as follow

(1) Site in areas with clear fields
of view which domnate approaches to
critical resources. Coordinate fields of
fire with other DFPs.

(2) Take advantage  of exi sting
t opographic features and natural vegetation
in considering canouflage and conceal nent
of DEPs.

(3) Avoid areas with high groundwater
and where soil drainage is poor.

(4) Consider the nighttinme shadows and
gl are sources that mght hinder visibility.

(5 Avoid siting new facilities which
obstruct lines of sight for existing DEPS.

f. Hardened Communications and Wility
Lines:: The effectiveness of the base during
conbat depends to the greatest extent on the
comuni cations network and utility systens.
Pl anni ng consi derati ons i ncl ude t he
fol | ow ng:
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(1) Avoid running lines to critical
functions t hr ough | ocat i ons whi ch are
potential targets.

(2) Site critical junctions (valves,
substations, punps, sw tches) away from high
val ue targets.

(3) Site junction boxes and other
connections for easy access and maintenance
in conbat situations.

g. Attack Response Facilities: The wing
commander has the responsibility to direct
conbat response forces at the base. Key
command and control facilities nmust be sited
away from areas subject to air and ground
attack. Major facilities in this category are:

(1) W ng Qper at i ons Cent er ~WOO) :
Responsi ble for the overall direction of base
conbat operati ons.

(2) Survival Recovery Center (SRO):
Supports passi ve def ense oper at i ons and
recovery forces. The SRC will normally be
| ocated with the WX

(3) MNuclear, Biological, and Chem cal
(NBOQ Cells: Provides warning on expected
arrival of NBC hazards, predicts the effects of
NBC attacks, and advises the w ng comander
t hrough the SRC of NBC hazards on the base. The
NBC Cell i's located with the Di saster
Preparedness Control Center or the SRC

3- 16
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(4) Ar Defense Control Post (ADCP):
Focal point for air base point air defense
activities and provides air defense warning
information the WX and the Base Defense
perations Center. The ADCP will normally
be | ocated with the WOC

(5) Base Defense (perations Center
(BDOC): (Qperated by the ground defense
commander who directs, coordinates and
control s ground defense forces.

h. Q her Consi der ati ons: The
followng facilities should be dispersed
and sited away from high value targets.
They require good access to roads |eading
to the flightline and should be sited
outsi de explosive quantity -distance safety
zones if possible:

(1) Mobile Aircraft Arresting
Syst em ( MAAS) st or age.

(2) War Reserve Material s.
(3) Jet engine storage facilities.

(4) Rapid runway repair materials.
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C. References

3-5. Refer to the follow ng docunents for
further planning informati on and gui dance:

a. AFR 28-31, Base Support Pl anning.

b. AFR 127-100, Expl osives Safety
St andar ds.

c. AFR 206-2, Air Base @ ound Def ense.

d. AFR 360-1, Air Base (perability,
and AFP 360-2, Wng Conmander’s ABO
Pl anni ng and Consi derati on Qui de.

e. AFR 700- XX, Tactical Command,
Control, Communi cations, and Intelligence

Interoperability and Conpatibility (Draft).

f. SCPS Siting Quide, July 1987,
AD TQO Eglin AFB, Florida.
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Chapter 4: PHYSICAL SECURITY AND ANTITERRORISM

A. Defining the Problem

4-1. Purpose and Scope.

a. This chapter presents planning and
facility siting nmeasur es to enhance
physical security and protect Ar Force
installations against terrorist actions.
The  nost effective and |east costly
protective measures are those incorporated
during plan devel opnent, pr oj ect site
selection and facility design.

b. Although it 1is not possible to
pr ot ect an installation agai nst all
possi bl e emergencies all inprovenents can
be made through the arrangenent of |and
uses, the routing of transportation and
utility syst ens, and t he | ocati on,
orientation and design of facilities, to
reduce their vulnerability to the regional
t hreat.

C.  Were physical protection is a
concern at existing facilities, cost
effective measures need to be developed in
concert with the facility users. Although
retrofitted protective neasures are often
less effective than those incorporated
during proj ect desi gn, t he use of
screening, barrier placenent, changes in
vehi cl e access and

Planning & Facility Sitinc
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parking, and rearrangenment of interior
functions S can enhance physi ca
prot ecti on.

B. Base Security Plans

4-2. Pl anni ng Met hodol ogy.

a. The base security plan, identified
by the short title CPlan 207, includes
detailed guidance for security response
options and describes the security support
to be given priority resources (prinmarily
weapons systens). The plan is prepared and
updated by the base security police, who are
al so responsi bl e for t he resour ces

protection plan required by AFR 125 -37. The

resour ces protection pl an covers al
resources not included in OGPl an 207.

b. Physical security considerations
also are included as annexes to other base
CPl ans, usually witten at the rmajor
command. These annexes state the security
support needed for t he cont i ngency
operations described in the CPlan. m e
annexes direct the security measures that
will be initiated or changed when the OPl an
is inplenmented. The purpose is to ensure
that security requirements are properly
related to other elenments of the plan.

C. The Cont i ngency Conponent i's
devel oped in coordination with the Security
Counci | at each base. The conponent shoul d

Security Support



contain recomendations for base |ayout,
facility sitings and construction projects
required to enhance physi cal security.
Additionally, changes in transportation and
utility syst ens, functi onal rel ocati ons,
aircraft parking, fencing and lighting should
be included in the Tab 0 -2 series of naps.

4-3. Security and Land Use.

a. Physical security considerations can
have a nmajor inpact on the installation, both
physically grow it is built) and functionally

(how it operates). The overall Ilayout and
appearance of the installation is affected by
the physical i mpact, while installation

productivity and operational capability is
affected by the functional inpact.

b. Mst of the site security neasures
now in place at Air Force installations have
evolved in response to changing programratic
requi renents. Few nmeasures were inpl enented as
part of a conprehensive analysis of the entire
installation.

c. Figure 4-1 shows a base on which the
current security system has evol ved over the
past 40 years. The inpact of this evolution on

traffic circul ation and oper at i onal
effectiveness is illustrated by the follow ng
poi nt s:

(1) The travel tine between facilities
is significant because of the |arge nunber of
separat e buil di ngs and

Physical &
Functional Impact

Security System



functions. This separation of related uses

limts efficient pedestrian novenent .

Additionally, the funneling of great vol unes

of traffic through selected gates causes

significant congestion during peak periods.

(2) There is a duplication of roads Duplication
and wal kways to serve areas both inside and
outside the security areas. Significant

amounts of fencing and perineter |ighting
are required to accommodate the extended
perinmeter.

d. The situation shown in figure 4 -11is
partially the result of providing protection
to a site that has basic deficiencies in

kot
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Figure 4-1. Existing Security Zones



functional relationships, and not the result
of the inplenentation of security nmeasures.
The security system has anplified these
deficiencies to the point that the efficiency
of the site has been adversely affected.

e. The existing land use map of the
base, figure 4 -2 indicates sone of the
functionally deficient areas. Note that nany
adm ni strative support functions intrude on
the industrial and aircraft operations and
mai ntenance areas. A traffic survey of the
site would help identify these deficiencies by
illustrating the nmany extra vehicle trips
required for functional interaction.

Figure 4-2. Existing Land Use
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f. The potential changes in security
made possible by inproved land use are
shown in figure 4 -3. Hgh security areas
have been consolidated, inconpatible uses
have been mnimzed, and access to |ower
security areas has been inproved.

g. The inproved land use plan, figure _ _
4-4, indicates how diverse functions on the Diverse Functions
base could :be consolidated. Significant
improvenents in efficiency would accrue
from t hese i npr oved rel ati onshi ps.
Additionally, valuable flightline space is
made available for future expansion, wth
t he security benefit of removi ng
privately -owned vehicl e traffic from

Security Level
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Figure 4-3. Security Changes



h. The security inprovemrents for this
base are clearly not obtainable in the near
term The cost and programmatic inpacts of
rearranging the base could not be justified
solely for the purpose of enhanced security.
However, just as this base has evolved to its
current configuration over the past 40 vyears,
so it can also evolve toward a nore ideal
configuration in the next 40.

- F - - T w __ 1 wv. . v

Figure 4-4. |Inproved Land Use Pl an
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4-4. Security Areas.

a. Hgh security areas (such as
satellite communications sites and comand,
control, comuni cations and intelligence
facilities) should be kept as small as
possible and away from the base perineter
(but not located in predicted, high potentia
primary target areas). By limting their
size, restrictive access requirements wll
have less inpact on the total base. 1In
addition, small areas wth sinple boundary
configurations wll require fewer perineter
i nprovenents (less fencing, shorter patro
routes, and fewer perineter lights).

b. The classification |evel of secure
areas should be as |low as possible,
consi st ent W th t he wor k pr ot ect ed.
Artificially hi gh | evel s of security
unnecessarily restrict access, which can
adversely affect productivity and efficient

circul ation. In addition, the  physi cal
i nprovenents required by higher security
| evel s (double fences, additional [ighting,

surveillance systens, added patrols, etc.)
result in greater resource consunption and
draw attention to the facility.

c. Functionally conpatible activities
of simlar classification levels should be
clustered together. This creates conpact
security areas, reduces the perinmeter to be
protected, and limts access points to serve
the multiple activities (figure 4 -5).

High Security Areas

Classification Levels

Compatible Activities



However, at theater of operations |ocations,
decisions to cluster facilities nust be bal anced
by resource dispersal for survivability.

Separated

Figure 4-5. Security Areas

d. Large, high level security areas
(Priority A - weapons storage areas, satellite
conputer/comrand and control sites, etc.)
shoul d be restricted to direct mssion rel ated
facilities only. Admnistrative, community,
recreational and industrial support uses
should be sited outside of the controlled
area. This reduces the nunber of people,
supplies and contractors having access,
reduces security police requirenents, and
enhances overal |l security.

Clustered

Reduce Access



4-5. Uility Security.

a. Mssion acconplishment is heavily
reliant on base wutilities, particularly
wat er and electricity. Dependence  on
insecure utility systenms, such as exposed
pi pel i nes, over head electrica
distribution, and off -base water and energy
supplies, make it apparent that our m ssion
is highly wvulnerable to disruption by
terrorists, saboteurs, or disasters.

b. Planning wutility systens should
consider survivability and reliability. In
high threat areas, utilities need to be
redundant, dispersed and |ooped (figure
4-6) to enhance operability if damage
(deliberate or accidental) occurs. By
looping utility systens and providing the
capability to

Facibity
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Fi gure 4-6. System Redundancy
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i solate sections and runs of lines al so hel ps
in day to day nmaintenance and repair,
mnimzing total outage tines, or even the
need for outages.

Wth  regard to  energy  supply, Energy Supply

install ations shoul d have generati ng
capability, system redundancy, protection
syst ens, and plans to mnimze energy
di sruption. Energy supply, transmssion, and
generation systens  rnust be as secure,
survivable, and sustainable as the mssions
and m ssion assets they support.

d. The Ar Force Energy Milnerability
Assessnent Quide prescribes a six phase
process for determning and correcting base
energy supply vulnerabilities:

(1) Assess on-base energy vulnerability
(storage, distribution, and supply systens) to
define the affect of a plausible accident or
conscious action on base energy supplies.
Specifically, to what part of the base and for
how | ong mght on -base events effectively deny
energy flows?

(2) Assess of f - base ener gy
vul nerability (comrercial or community energy
suppl i es) and develop plausible energy
di sruption scenarios for both on - and
of f - base energy supplies and systens.
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(3) Assess the consequences of energy
di sruptions and devel op corrective actions.
In this phase, each base organization and
tenant unit conpletes a self -evaluation of
its own inpacts fromenergy disruptions.

(4) Prepare an integrated analysis
and report which describes existing on -
and of f -base ener gy vul nerabi lities,
potential «critical mssion inpacts, and
corrective measures.

(5) Validate conclusions on energy
vul nerability through options and tests,
i ncludi ng actual disconnection of subbase
energy transmssion 1li~cs and |nspector
General tests.

(6) Inplenent corrective measures,

i ncl udes adoption of actions, projects and
pr ogr ans to over come identified
deficiencies. These neasures may include
revi sed planning procedures and docunents,
current updates of the base energy
vul nerability assessment report, personnel
orientation and training, and requests for
new equi prent, projects and personnel .

e. Input fromthe energy vulnerability
study to be the Contingency includes the
identification of choke points and weak
links on the utility maps (Tab Q. Projects
for system redundancy and hardening of
exposed energy distribution systens and
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equi pnrent to enhance survivability also are
consi der ed. Rel ocat i on alternatives for
energy substations, punps, valves, etc., to
nore secure areas, and security upgrades for
energy supplies, such as fencing, screening,
barriers, detection devices and hardening are
ot her considerations for the conponent.

C. Antiterrorism

4-6. Pl anni ng Met hodol ogy.

a. Terrorism is a potential threat to
USAF personnel and installations throughout
the world. The dynamic and opportunistic
nature of terrorism makes it difficult to
define the character and |evel of threat. The
objective of the Ar Force antiterrorism
program as prescribed by AFR 2~3 -1, is to
reduce the vulnerability of personnel and
facilities to terrorism while balancing
def ensi ve neasures with mssion requirenents
and avail able resources. The goal is not to
"fortify" the installation, but to make it a
less attractive target to a potential
adver sary.

b. Since the nature of the threat is
ever -changi ng, a basic |evel of security nust
be provided, with the built -in ability to
i ncrease or enhance the degree of protection
at times of hei ght ened t ensi on or
erer genci es. The enphasis  nust be on

4-13
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incorporating flexible and comon sense
protection when opportunities to do so are
avai | abl e. Security foresight and appropriate
planning from the conceptual stages wll
[imt the need for foll owon construction and
unsightly additions, barriers and fences used
t o enhance security.

c. Since this docunment is concerned
primarily wth base developrent planning,
facility design techniques and construction
nmet hods are not discussed. These subjects are
presented in other documents (see Attachnent
4, Bibliography).

d. A prelimnary step in the planning of

physi cal protection enhancenents is the
assessnment of the Jlocal threat Ievel and
identification of pot ent i al targets of

terrorist acts (figure 4 -7). Mjor factors
influencing the type and level of protection
to be applied at each installation are:

(1) Local Threat Level. To determ ne the
amount and type of resources needed for
protective neasures, an evaluation of the

current and potenti al t hr eat to t he
installation nust be nade. The local threat
level wll be determned by the servicing

O fice of Special Investigations detachnent.

(2) Hgh R sk Resources. These resources
(people, facilities and systens) may be subject
to attack because they are operationally
essenti al, hi ghl y vi si bl e,
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accessible, or synbolic as a US mlitary
asset, or critical to the function of the
installation. Hgh risk resources should
be determned in coordination with the
base security police.

(3) Exi sting Vul nerabilities.

Because terrorismwas not a major factor in
the planning and construction of nost
existing Ar Force bases, nany critical
facilities are vulnerable to terrorism and
should be analyzed for possible threat
mtigation. Exanples include alert aircraft
parked near public highways, headquarters
bui | dings | ocated adjacent to access gates,
and fightline areas wth unobstructed
vehi cl e access from base community support
activities. her vulnerabilities may exist
due to characteristics of the natura
terrain, vegetation, surrounding buildings
and land uses, which can provide -cover,
surveillance positions, or covert access
for adversaries. Once these characteristics
are known, they can be avoided or used to
enhance protection.

4-7. Planning Quidelines. The follow ng

factors should be consi dered when sel ecting
a location for high risk resources or
providing security measures for existing
resour ces:

a. Land Use and Facility Siting.
(I') Provide as much open space as

possible inside the fence along the base
perinmeter.
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(2) Avoid areas with adjacent high
terrain, vegetation including potential
agricultural crops), or structures that
al l ow outside observation (figure 4 -8). The
exi sting or proposed structures on property
adjacent to the base, or high terrain
over | ooki ng t he base, wil | require
i ncreased setback distance from the base

(3) {Look for topographic features

such as drainage channels, ditches and
ridges that could allow covert access
(figure 4-8).

(4) ldentify wutilities, such as

Outside Observation

culverts and sewers that could allow
access to the installation.
A HIGH
AF FACILITY - RISE
-
&
i — DRAINAGE
BASE CHANNEL
PERIMETER

Figure 4-8. Incorrect Facility Location
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(5) Use | andscapi ng to provi de
screening, but be <careful not to create

conceal nrent for covert activity (figure 4 -9).

Vegetation can have both Dbeneficial and
detrimental inpacts on security. Wth proper
pl acenent or selective pruning, screening and
field of vision can be effectively
acconpl i shed (see Chapter 6).

(6) Examne local land use and zoning
plans for potential off-base devel opnent that
woul d degrade security. On -base planning shoul d
consi der possi ble off -base devel oprent.

Covert Activity

Figure 4-9. Correct Facility Site
Pl anni ng
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b. Vehicle Access and G rcul ati on.

(1) Locate vehicle parking and
service areas as far as possible from high
risk resources (figure 4 -9). whenever
possi bl e, comercial, service and delivery
vehicles should have limted entry to the
base and a separate access point from
operational, cerenonial, or other sensitive
ar eas.

(2) Site high risk resources to the
interior of the base, and renmote from
primary roads. Alow tw nethods of
indirect access/egress to an from the
facility (figure 4-9).

(3) Avoid long, straight access
roads to high risk resources (figure 4 -10).
Identify all possible approach routes,
i ncl udi ng paved, unpaved and overland, and
plan so that direct vehicle access is
avoi ded.

SERVICE AREA

“DUMPSTER”’

PUBLIC
TRANSPORTATION

¢

ADJACENT %
PARKING

MAIN
STREETS

DIRECT
ACCESS

Figure 4-10. Incorrect Site Pl anning
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c. Defensible Space. The arrangenent
of buildings on an installation can enhance
security by creating safe, efficient and
nmanageabl e areas, making them unattractive
targets for a terrorist (figure 4 11).
These conpl exes of buildings, also termed
"superbl ocks,"” are nore defensible because
they are defined by strongly delineated
boundaries wth buildings oriented to
inprove surveillance opportunities. An
i nt ruder becones nore noticeable and
suspect in such an area. Additionally,
vehicle traffic is elimnated from the
interior of the building conplex.

VIEW
BLOCKED
i
i
i
Pt BASE
Iy &/ PERIMETER

crpke g

..........................

TTTIY

|AEENS

Figure 4 -11. Defensible Space
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D. References

4-12. Refer to the follow ng docunents
for information on physical security
and anti -terrorism

a. Air Force Energy Pl an.

b. Ar Force Energy Program Policy
Menor andum 86 - 14.

c. Air Force Energy Vulnerability
Assessnent Cui de.

d. AFR 28 -31, USAF Base Support
Pl anni ng

e. AFR 125 -37, Air Force Resources
Prot ecti on Program

f. AFR 206 -2, Qound Defense of Min
Qperating Bases, Installations and Activities.

g. AFR 207-1, Air Force Physi cal
Security Program (U (Confidential).

h. AFR 207-2, Nucl ear Wapons Recapture
Qperations (U (Confidential).

i. AFR 208-1, USAF Antiterrorism
Program

j. AFM 206 -2, Air Base Gound Defense.
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Chapter 5: PREPARING FOR EMERGENCIES

A. Disaster Preparedness Planning

5-1. Purpose and Scope.

a. Ar Force installations are not
i mune from natural disasters or accidents,
nor can an energency on the base always be
contained within the base limts. D saster
pr epar edness planning is designed to protect
lives and property while naintaining, to the
maxi mum  extent possi bl e, t he m ssi on
capabilities of the base during a disaster.

b. D saster pr epar edness pl anni ng
addresses natural disasters, major peacetime
accidents, and nucl ear, chem cal/bi ol ogi cal,
and conventional weapons attacks. Disaster
preparedness is the detailed planning for
pr onpt and effective response once a
di saster occurs. It is the first step in
mtigating the effects of disasters.

5-2. Disaster Preparedness Pl an.

a. The base disaster preparedness
office i's primarily responsi bl e for
devel opi ng t he di saster pr epar edness
operations plan (CPlan 355 -1). This plan
outlines actions to be taken by each base
unit during potential disaster situations.

The integration of CPlan 355 -1 into the

BCP ensur es t hat t he

Disaster Mitigation



physi cal devel opment of t he base is
consistent with and naximzes the response
neasures for potential disasters.

b. The BCP supports CPlan 355 -1 by
providing the facility programm ng actions
necessary to inplenment disaster preparedness
requirenents. For exanpl e, per sonne
protection shelters can be incorporated into
proposed construction projects resulting fmm
capi tal inprovenment plans.

5-3. Envi r onnent al Pl ans. Perti nent
envi ronmental plans should be reviewed and
updat ed as necessary. These plans include the

installation Gl and Hazardous Substance
Pol | uti on Cont i ngency M an; t he Spi |

Preventi on, Control, and  Count er neasur es
Plan; and the Hazardous Waster Managenent
Pl an. AFR 19-8, Environnental Protection
Commttee and Envi r onnent al Repor ti ng,
provi des gui dance for envi ronnent al

conpliance, safety and accident reporting
pr ocedur es.

5-4. Natural D sasters. Natural disasters are
enmergencies resulting fmmw ldfires, floods,
eart hquakes, snowst or s, hurri canes,
tornadoes, severe thunderstorns, or sinlar
catastrophes. The base's response during
natural disasters is to mnimze injuries and
damage through pronpt warnings, protection
for facilities and aircraft, pronpt treatnent
of injuries and the quick recovery of m ssion

ProgrammingActions



capability. The base may also assist
stricken local comunities when civilian
recovery resources have been exhausted or
are inadequate to cope with the disaster.

5-5. Mijor Accidents. These are accidents
involving aircraft, conventional and nucl ear
weapons, fuels, and hazardous material /waste

acci dent s. The consi der ati ons in base
conprehensive planning for these accidents
are simlar to t hose for nat ur al

emergencies. me primary difference lies in
the fact that nost potential najor accidents
occur with little or no warning.

B. Planning Considerations

5-6. Potential Threats.

a. The first step in preparing for
disasters is to evaluate the potential
threats unique to each base. Mst of the
information concerning local natural and
acci dent hazards is well known; the potential
affect of those hazards on the base nmay be
| ess obvious. The Contingency Pl an conponent
should include a discussion of all possible
hazards, as well as all existing and proposed
mtigation measures.

b. Each base will be subject to certain
hazards wth varying degrees of inpact,
dependi ng on t he type of facility

Evaluate Threat



construction, distance fromthe disaster, and
response tine. Wrking with the base disaster
prepar edness office, the planner should
determne the local disaster potential and
response pr ocedur es. Based on this
information, the base conprehensive planning
inplications can be evaluated and devel oped
by the pl anner.

c. The following information should be
shown on the Tab 0 -3:

(1) Oash grid. This is used to |locate
the site of an accident.

(2) Existing and proposed personnel
protection shelters and energency operations
shelters. Protective shelters are wused to
protect mssion -support personnel and the
general base popul ati on. Emergency operations
shelters house mssion -critical functions
that nust be manned on a 24 hour -a-day basis
during energency situations. Indicate the
type of shelter, location, building nunber
and capacity.

(3) Evacuation routes. Include both
vehi cl e and pedestrian routes.

(4 Fre stations, nmain fire water

val ves, water storage tanks and ponds, and
fire hydrants.
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(5) Medical facilities and
hel i copt er pads.

d. The Tab D -6 shoul d include the
foll owi ng information:

(1) Floodplains. Indicate the 50-
and 100-year flood levels and flash
f1 ood channel s.

(2) Steep slopes. Indicate areas
with grades of 15%or greater.

(3) Earthquake faults and potenti al
liquification areas. Aso indicate the
overall seismc zone for the region of the
base.

(4) Hazar dous mat eri al s/ wast e
storage areas.

(5 Minitions storage areas and
expl osive quantity -distance safety clear
zones.

(5 Runway clear zones and accident
pot enti al zones (Ar Installation
Conpati bl e Use Zone study).

(7) WIldfire hazard areas. These
ar eas i ncl ude wood| and, br ushl and,
chaparral and grassl ands.

(8) Petroleum G| and Lubricants
(PQL) storage areas.



e. Techni ques  for mtigating the
effects of disasters include: incorporating
special facility design and construction
f eat ures, preventing or changi ng t he
characteristics of the hazards (such as
building a levee to elimnate a flood
hazard), predicting and warning of hazards,
and avoiding sites which would be highly
i mpact ed. Di saster preparedness pl anni ng
also involves other actions, such as
restricting land uses in vulnerable areas,
building barriers to reduce the effects of
floods, and clearing brush to Ilower the
threat fromw ldfire

f. Tabs 0-3 and D-6 should ensure
consi stency between proposed base devel oprent
and disaster prepar edness i ssues. Thi s
analysis is the basis for preparing the
future land use and facilities devel opnment
plans. It may reveal the need to relocate
critical functions from facilities sited in
hazard areas, resite proposed facilities to
| ess potentially hazardous areas, or redesign
proposed construction projects to wthstand
the potential affects of disasters.

Mitigation Techniques
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C. References

5-7. Refer to the following documents
further informati on and gui dance:

a. AFR 19 -8, Environmental Protection
Commi ttee and Environnental Reporting.

b. AFR 355 -1, Disaster Preparedness
Pl anni ng and Qperati ons.

c. Natural hazards information can be

obt ai ned from

Nat ural Hazards Research and

Appl i cations Center

Institute of Behavioral Science

Canpus Box 482

Uni versity of Col orado

Boul der, GO 80309.

d. Informati on on geol ogi c hazards nmay be
obt ai ned from
Nat i onal Geophysics Data Center
NOAA, Code E/ G4, Dept. LUC
325 Broadway
Boul der, CO 80303

Tel ephone (303)497 -6541 (FTS 320 - 6541)
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Chapter 6: VEGETATION & LAND FORM FOR CAMOUFLAGE

A. General Guidelines

6-1. Definition and Purpose.

a. I ntegrating conbat r eadi ness
objectives wth conprehensive planning mnust
i nclude canouflage techniques. This chapter
provides general guidance from a planning
perspective on incorporating |andscaping and
| and form considerations in base planning.

b. The goal is not to "hide" the base;
base locations and configurations are well
known. The primary objective is to confuse an Confuse the Attacker
attacker just enough to abort the mssion or
mss the target. Wether the attack comes from
high speed, low level aircraft, or sabotage on
the ground, car ef ul site planning and
pl acenment of vegetation and land forns can
hel p protect critical facilities.

c. Landscape devel opnment plans, exterior
master  paint pl ans, architectural desi gn
guidelines and other el ements  of base
conpr ehensive plans, nust be coordinated with
wing tactical deception officers (TDO having
overal | canouflage, conceal nent, and deception
(CCD) managenent and planning responsibility.
Therefore, base planners nust be famliar with
CCD concepts and
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techniques and ensure that they are
consi der ed during facility siting,
construction and |andscape pl anning.
Coordination of efforts supporting GCCD
planning wll ensure nmaxi num benefits and
val ue for invested resources.

6-2. CCD Pl anni ng Concepts.

a. The prinmary objective of CCDis to
defeat the target acquisition systens used
against air base defenses, whether the
attack cones from the air or the ground.
CCD concepts and techniques are designed
to counter threats posed by increasingly
sophisticated tactical target acquisition
syst ens.

b. The four concepts of CCD are hide,
bl end, di sgui se and decoy. Any effective
canoufl age plan will probably include nore
t han one concept. It follows that a clear
under standi ng of all concepts is critica
to effective planning.

(I') Hide - conplete conceal ment or
screening of an object from target

acqui sition devi ces. Nor mal |y, any
screen, whether natural or artificial,
need only be tall enough to prevent

di rect observation from Jlow flying
aircraft or ground forces. The direction
of attack is also critical in determning
the degree of shielding (figure 6 -1).

CCD Concepts
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LANDFORM ASSISTS IN HIDING

Figure 6-1. Hi de (Woded | ocation)

(2) Blend - making an object |ook or
appear to be part of the background.
Bl ending nornally involves defeating visual
(tone-down), infrared (contrast reduction)
and, to a lesser extent, radar target
acqui sition devices (figure 6 -2).

Figure 6-2. Blend (Painted roof)
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(3) Disguise - devising a false
appearance to nislead the attacker about the
identity of the target. As an exanple, an
aircraft shelter may be nade to look like a
barn (figure 6 -3).

Figure 6-3. Disguise (Shelter
di sgui sed as farm buil di ng)

(4) Decoy - substituting false for
real (figure 6 -4). m ere are two types of
decoys which are common in CCD

(9) First, realistic imtations of
targets (for exanple, aircraft decoys) are
pl aced at | ocations where they becone

effective false targets and weapon discharge
wi |l have m nor inpact.

(b) The second type concerns decoy roads
or cues intended to disorient the
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attacker who is |l ooking for specific
identification or orientation points,
for exanple, roads, towers, or |arge
nat ural features.

wod la 4 areas

Figure 6 4. Decoy (Airfield targets
di soriented to confuse attacker)



B. Program Methodology

6-3. Application Techniques. Once the four
concepts of CCD are understood, they need
to be consistently applied. The four

t echni ques or nmet hods of reduci ng
visibility are si ting, construction
nat ur al canouf | age, and artificia

a. Siting - Proper siting of new

facilities contributes in reducing visibility
of critical targets (figure 6 -5). Natura
terrain and natural cover have been the major
canoufl age and conceal ment neasures used
t hr oughout history. Preserving the |l ocal |and
pattern is extremely inportant. The planner
shoul d coor di nat e t he location of

Mrmwa At  Qitino (Make advantace
Figure 6-5. Siting (Take advant age
of natural land formfor cover)



any proposed construction or land form
treatment with the wng TDO to naximze
support for the base CCD pl an.

b. Construction - If possible, new
facilities should be designed to conform as
closely as possible to |ocal civilian
structures. Thi s Wil | hel p mask

characteristics common to mlitary facilities.

New facilities should be constructed in an
areas away from conspicuous features of the
installation such as water towers and
war ehouses, and sited to naximze the use of

trees, veget ati on, and nat ur al terrain
features to hide or blend.

c. NMNatural Canouflage - \Vegetation is
al ways the best overall canouflage nethod when
it is used properly. However, consideration
nmust be given to flight safety and security
restrictions. Water can also be an effective
infrared reduction technique when used to
flood building roofs to reduce tenperature. If
water it to be wused, plans nust be nade in
advance for a distribution system

d. Artificial Canouflage - Artificial
canouf | age shoul d be used to reduce
consciousness only if the effect achieved by
siting, construction, and natural canouflage
is not satisfactory. Exanples of artificial]
canoufl age material include canoufl age nets or
screens, coatings (paints), textured surfaces,
mats, and' shi el ds.

Minimize Site Disturbani



6-4. CCD Planning. QD planning nust be

based on an under st andi ng of | oca
geogr aphi c and climatic condi ti ons.
Area-wi de and |l ocal topographic analysis to
establ i sh appropri ate site character

paraneters is equally inportant in tailoring
the plan to the specific installation.
Natural canouflage and construction are two
t echni ques t hat civil engi neers can
influence the nost in support of a base CCD
pl an, and are di scussed bel ow.

a. Natural Canoufl age:

(1) Type to Use. In wusing natura
canoufl age or vegetative conceal nent, basic
cues  nust be taken from the region
surrounding the installation. Selection of
plant materials commonly found and locally
available is vital to the success of the CCD
effort. Muximzing canouflage, conceal nent,
and deception from an aerial perspective
enploys the wuse of mxed tree forns and
varieties which still allow ground Ieve
lines-of -sight. The use of shrubs should be
m ni mzed, fromthe viewpoint of overall CCD

(2) How to Use. Enploying clusters of
trees around single and milti -story
structures wll visually conceal t hese
facilities. Such tree groupi ngs shoul d extend
beyond the immediate building perineters and
tie several facilities together. The area
should appear nat ur al in context with
existing tree densities.

Use Local Plants



(a) The approach is to use tree
varieties should be representative of natural
conbi nations in the local vicinity. This wll
normally result in one primary species being
used with only a limted nunber of other

species of occasional "accents" in the
conposition, i.e., in an oak forest, or in a
pi ne thicket.

(b) Trees used for concealing high
value targets should -d be positioned to
provi de the best cover fromthe nost probable
direct2ons of attack;. A natural appearance
needs to be created. (The w ng TDO shoul d be
consulted to hel p determne the nost probable
direction of attack and resolve problemwth
the other aspects of the overall OCD effort
before planting plans are fornalized.)

(c) A regular pattern of tree
pl acenent should be avoided as this could
provide visual signals or cues to the
attacker. Aerial views of horizontal spaced
surfaces and isolated equiprment itens can
also be interrupted to a degree wth
foreground tree plantings, where appropri ate.

(d) Identify and treat open,
undevel oped parcels of Jland on base to
replicate the surroundi ng regi onal character.
This will help to conceal the base perineter
and blend it with the pattern of land in the
vicinity. For exanple, a vacant parcel could
be | eft nat ur al or noved



and planted with perineter hedgerows to
appear simlar to adjacent farm ands.

(3) Wien to Use. Tree plantings as CCD
el enent s are nost appropri ate for
installations set in regions containing
existing natural woodlands or in urbanized
areas that exhibit mature tree canopi es when

viewed from the air. In either case,
introducing extensive new tree planting
enhances the OCD effort. this Sshould be

considered for both theater of operations
and CONUS | ocat i ons.

(4) Q her Consi der ati ons. To be
effective, the vegetative portion of the
base CCD plan nust be sensitive to
oper at i onal , security, and safety
requi renents. Proper clearances for aircraft
and equi prent operations, defensive and
offensive security actions, and facility
access needs nust be considered. This
demands coordination by all concerned. m e
overal | base |andscape devel opnent plan for
the installation nust support and reflect
identified needs of the base CCD pl an.

b. Construction (Land Forn):

(1) Type to Use. New structures | ook

nor e nat ur al when t he site desi gn
conpl ement s t he exi sting terrain and
veget ati on. Because the construction
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process disturbs existing conditions, repair
or re-creation to the original site character
is inportant. Like vegetation, land form can
add to the finished or established |ook of a
newWy constructed facility and greatly aid in
its conceal nent.

(2) How to Use. Conceal nent  of
structures W th earth forms can be
acconpl i shed by partially or totally
“sheltering” the facilities by nounding or
bermng. The exterior walls becone retaining
walls, allowing portions of the structure to
be buried or conceal ed bel ow grade, resulting
in a reduced visual profile.

(a) Total exterior sheltering of
facilities can be acconplished by an earth
cover. In these -cases, interior atrium spaces
can be designed for the benefit of the
occupant s.

(b) Conceal nent of exterior equipnent
storage, aircraft, and vehicle parking areas
can be aided by using earth berns to provide
ground level screening, and in concert wth
tree pl anti ngs, to i nt errupt aeria
identification] of these sites.

(c) In each instance, the earth forns
should conform to the |and character of the
imrediate region and not be contrived or
rigidly geonetric if they are to successfully
achi eve conceal nent. Ceating softly
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cont our ed, gently sl opi ng earth forns
sinplifies mai nt enance and reduces
opportunities for intruder conceal nent.

(3) Wien to Use. Undulating terrain
offers excel | ent opportunities to use
mounding or bermng to hide a facility. In

t hese areas, new facilities should be
designed to blend into the site with m ninal
di sturbance to the existing environnent. In

heavily vegetated areas and even desert

situations, total earth sheltering of new
facilities By be the ideal approach in the
attenpt to naintain original site character

whi | e achi evi ng conceal nment .

(4) Oher Considerations. The total
pl anning effort expressed by the base CCD
plan must include the use of land form
Design of new facilities should consider this
from the beginning, as a natter of standard
practice. Mdification of the land form on
the sites of existing facilities nmust al so be
consi dered to advance CCD goal s. For existing
m ssion essenti al facilities, the added
investnment for land form site nodifications
can be wor t hwhi | e if it I ncr eases
survivability. In other cases, use of
vegetation mght be the most cost effective
nmeans.

(5) Not e: Archi tectural desi gn
features can be very inportant from a CCD
standpoi nt to acconplish the goals of hiding
or bl endi ng, and shoul d be considered early
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in facility design process. However, a full
di scussion of design considerations is beyond
the scope of this guideline (see Reference
6-7a for additional information).

C. Conclusions

6-5. Vegetation Mintenance.

a. Selectively wusing |ow nmaintenance
vegetation mnimzes or elimnates the need
for future naintenance. Attentive nmaintenance
to new plantings during the first 2 to 3
nmonths is critical to success of plant growh
and devel opnent. This nmaintenance should
include watering; applying such sprays and
invigorants as are necessary to keep materials
free of insects, diseases and in healthy
condition; resetting plants to plunb positions
as needed; and re -guying trees as necessary.

b. For existing lawns, maintenance
includes repair of eroded areas; replacenent
of weak, sodded, or seeded areas; and weekly
nowi ng and edgi ng. Wier e | and form
nodi fi cati ons have been i ntroduced,
mai nt enance includes repair of eroded grades.
Periodic maintenance is vital to the success
of this CCD effort.

6- 6. Added Benefits. Beyond the basic
achi evenment of CCD goal s by the use of
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natural canouflage and construction, the
follow ng benefits are al so realized:

a. Energy conservation is a primry
benefit derived from the use of trees to
shade struct ures, t her eby | owering
tenperature levels. Alternatively, the use of
deci duous trees allows the wnter sun to
reach these sane surfaces, providing a
warmng effect during wnter. Structures
which are partially or wholly earth sheltered
realize even greater energy savings from the
insulating effect of the soil nass.

b. Veget ati ve nmassi ng and earth
sheltering al so provide inherent blast effect
reduction from both an internal and an
external standpoint. Their physical masses act
to provide a degree of containment and
protection of surrounding facilities and
individuals should an internal blast occur
and, in reverse, achieve a degree of
protection for the sheltered facility from
external blast forces.

c. On a day to day basis, a certain
amount of noise reduction and control from
both internal and external sources is also
achi eved by the use of vegetative massing and
earth sheltering.

6- 14
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D. References

6-7. Refer to the follow ng docunents for
i nformation on canoufl age techni ques:

a. Ar Base Canoufl age Techni ques
Report , Cctober 1984, HQ Arnmanent
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Final Report, January 1988, USAF Tacti cal
Ar Warfare Center, Eglin AEB, FL

c. AFR 55 -49, Tactical Deception.

d. Security Qassification Quide, Ar
Force Tactical Deception Program WMy 1986.

e. AFP 86 -10, Landscape Pl anning

f. AFP 93 -2, Contingency Response
Procedur es.

6- 15



5

prond .,

ATTACHMENTS



Attachnment 1: d ossary
Ternms sad acronyns used in this
handbook
and not otherw se defined in the text

ACTI VE DEFENSE - the enploynent of [imted offensive actions and
counter -attacks to deny a contested area or position to the

Al R BASE OPERABI LITY (ABO - Those measures necessary to
integrate the wartime operational requirenents of all base
functions to defined against, mtigate the effects of, and
recover fromhostile action. The overall objective of ABOis to
sustain sortie generation capability to continue enpl oynent of
Alr Power (AFR 360 -1).

Al RFI ELD - The runway, taxiway, hardstands, apron and ot her
paverents, associ ated open space -, navaids, aircraft arresting
systens, airfield lighting and marki ng, overruns, approach zones
and cl ear zones for the accomodation, |anding and takeoff of
aircraft.

AlICUZ - Ar Installation Conpatible Use Zones, (1) land areas on
whi ch certain uses may obstruct the airspace or otherw se be
hazardous to aircraft operations, and (2) land areas that are
exposed to the health, safety, or welfare hazards of aircraft
operations (Al WZ Handbook) .

Al RFI ELD Al RSPACE CRI TERI A - I nagi nary cl earance surfaces
associated with airfield flight operations (AFR 86 -14).

EASE COVMPREHENSI VE PLAN (BCP) - The plan for the short - and

| ong-range devel opnent of a base. BCPs consist of Tabs (maps) and
pl an docunents containing policies and guidelines to direct base
planning and facility programm ng (AFR 86-4).

BASE SUPPORT PLAN - The wi ng/ base commander's plan for



supporting the base's contingency tasking. It describes specific
wartime tasks, responsibilities, capabilities, and limtations
associ ated with the reception, beddown, and enpl oynent of

depl oyed or transitory forces. It includes supporting tasks such
as WRM out - nrovenent and support of other bases and | ocati ons.

DEPLOY - To relocate a unit or an elenent thereof with all
requi red personnel and equi prent.

DI SEERSI ON - The spreading or separating of troops, nateriel
activities, equipment or facilities ~hicll are usually
concentrated in limted areas, to reduce vulnerability to eneny

EMERGENCY OPERATI ONS SHELTER - Protective structures which house
mssion critical functions that nust be nmanned during emergency
situations.

| NFRASTRUCTURE - The above and bel ow ground utility systens,
conmuni cati ons network, and roads on an install ation.

LI M TI NG FACTORS (LIMFAC) - A deficiency in resources required
For the execution of an operation plan, such as novenent
capabilities, personnel, logistics, or facilities.

MOBI LI ZATI ON - The act of preparing for war or other emnergency

t hrough assenbl i ng and organi zi ng nati onal resources. me process
by which the arned forces or part of themare brought to a state
of readiness for war or other national energency.

NAVAI D - Navigational aid for aircraft operations.

OPERATION PLAN (OPlan) - Any plan for the conduct of mlitary
operations, in a conbat environnent, that can be translated into
an operation order.



PASSI VE DEFENSE - Measures taken to reduce the probability of and
m ni m ze the danage caused by hostile action.

POM - Program (bj ective Menorandum a docurent devel oped at HQ
USAF, with major command i nputs, which identifies the Air Force
position on prograns and funding | evel s needed to support
Department of Defense established objectives and gui dance.

PROTECTI VE SHELTER - Any structure not previously designated an
Energency perations shelter which will be used for protecting
m ssi on support personnel and the general base popul ati on.

QUANTI TY-DI STANCE (Q-D) - The safety clear zone surrounding a
potential explosion site which is determned by the required
separation between inhabited buildings and potential explosive
sites, based on quantity nod type of explosives (AFR 127 -100.

RECEPTI ON PLANNI NG- The process of preparing for the reception,
beddown, and support for continuing operations. The vehicl e used
to preplan base actions and to transfer essential information is
t he Base Support Pl an.

SECURI TY ZONES - areas of differing | evels of security.

TERRORI SM - Acts of aggression or violence agai nst peopl e or
facilities coomtted by individuals or groups for political,
mlitary, psychol ogical or other reasons.

USAF RESOURCES - Mlitary and civilian personnel of the active
and reserve conponents, land, facilities, equiprment and supplies
under the control of the Air Force.

WRM - War Reserve Material required in addition to peacetimnme
assets to support the planned wartine activities reflected in the
USAF War and Mobilization Pl an.



Attachrment 2: SAMPLE CONTI NGENCY PLAN
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| NTRODUCT! ON EXECUTI VE SUMVARY

Conti ngency pl anni ng means preparing for unexpected or unlikely
emergencies that may occur with little or no warning. Contingency

pl anni ng has been a central focus of overseas base planning for

many years. Overseas contingency plans include survivability
preparation, canouflage tone -down, dispersal (relocating forces to
i ncrease survival), hardening of facilities and bare base concepts.
For a Continental United States (CONUS) installation like

Wight -Patterson Air Force Base, contingency planni ng invol ves
surge capability, physical security and di saster preparedness.

The Contingency Plan (Conponent Plan O provides an overview of
Wight -Patterson Air Force Base contingency planning efforts. The
Contingency Plan reviews existing surge capability and physi cal
security and di saster preparedness plans; it exam nes the needs and
requi renents of each plan; it offers alternatives for enhancing the
pl ans; and it recommends additional policies or steps the base can
take to ensure a quick, efficient and safe response to unexpected
ener genci es. The sunmary bel ow i ncl udes the key issues and
prelimnary recomrendati ons of the Contingency Pl an.

SUMVARY OF KEY | SSUES AND PRELI M NARY RECOVIVENDATI ONS

The key issues identified bel ow di mnish the base's ability to
protect itself and its personnel during an energency:

The Aerial Port Work Center |Is Poorly Located

The locations of the landside facilities and the Aerial Port Wrk
Center would Iimt the operating efficiency of the airfield during
a contingency. The primary runway and the Aerial Port Wrk Center
are on opposite sides of the airfield, so aircraft nust pass
through a congested parking ranp, cross the secondary runway and
follow a circuitous route when they taxi between the East Ranp and
the primary runway. Aircraft nust cross the primary runway to tax
from the East Ranp to Runway 5L. The Contingency Plan provides
several alternatives to inprove the taxiway system and the
efficiency of the Aerial Port Wrk Center. The Plan suggests a
secondary point on the West Ranp for nobility processing



Munitions Loading WII Be |Inproved by Using the New Hot Cargo Pads

The nmunitions storage and | oadi ng area at the intersection of

Taxi ways 14 and 17 is away from popul ated areas and easily accessibl e
for truck deliveries. The location is poor, however, fromthe
standpoi nt of air operations. The new hot cargo pads, which wll be
constructed west of Taxiway 8 and adjacent Huffrman Prairie, will be
better for airfield efficiency and will have ideal truck access from
the Interstate 6751444A (1 -675/444A) |nterchange.

The Aerial Port Work Center Could Be | nproved

Adding a drive -on scale woul d i ncrease processing speed at the Aerial
Port Wrk Center. Constructing a railroad | oadi ng and unl oadi ng dock
and storage area behind the Air Cargo Termnal would all ow direct
train deliveries.

The Base Reception Plan Does Not ldentify Alternative Gates

The base needs to identify access routes and princi pal points of

entry in the Base Reception Plan . The Base Reception Plan (MNarch 28
1986) identifies Gate 26C as the prine entry and Gate 8C as the
alternative prinme entry but fails to identify other gates that will

be kept open during a contingency. The Contingency Plan offers three
alternative access routes and gates: state Route 235 and Gate 26C

| -675/ SR 444A I nterchange (to be constructed) and a gate to be naned;
and State Route 444 and Gate 8C. Any of these alternatives woul d make
excel  ent access routes and principal points of entry under surge
condi ti ons.

Devel opnment Shoul d Be Di scouraged | n Surge Areas

Devel opnent  should be discouraged near nunitions |oading and
unl oading areas, the Aerial Port, direct -access routes between the
gate system and the Aerial Port and in other areas where surge
activities take place during contingencies. Al open space not in the
flood plain nor near fuel or nunitions storage should be programred
for future developnment with the know edge that this land mght be
needed for emergency or tenporary facilities.

Several Security Problens Are Not Addressed By Programmed Projects

The base has programred seven projects to increase security, but

t hese projects do not address several additional security problens.
These include correcting "soft" entry points such as Gates 12A, 18,
19B and 39C, relocating or reconfiguring parking lots |ess than 150
feet fromsensitive facilities; fencing the | oading dock at the base
comm ssary, inproving the ingress and egress routes for nunitions and
fuels; and increasing the nunber of security personnel.
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REPORT NARRATI VE

| NTRODUCT! ON

Conti ngency Pl anni ng Means Pl anni ng for Energenci es

Conti ngency pl anni ng neans preparing for unexpected or unlikely
emergencies that may occur with little or no warning. Contingency

pl anni ng has been a central focus of overseas base planning for

many years. Overseas contingency plans include survivability
preparation, canouflage tone -down, dispersal (relocation of forces
for the purpose of increasing survivability), hardening of
facilities. For a CONUS installation |ike Wight -Patterson Ar
Force Base, contingency planning involves surge capability,

physi cal security and di saster preparedness.

Surge Capability Planning Should Be Part of Long-Range Pl anni ng

Surge capability is an installation's ability to absorb and

support an influx of mlitary personnel, supplies, equipnent and
possi bl y dependents in an energency. The surge could be for

extended tenporary duty, or it could be part of a permanent change
of station in conjunction with a major build -up of defense forces.
The surge mght include nobilizing Air Force Reserve Forces,

rel ocating active -duty personnel or both.

Surge capability requires a base -w de conbined effort. The 2750th
Ar Base Wng (ABW has primary responsibility, and the Base
Reception Plan (Wight -Patterson Air Force Base, April 22, 19B5)
integrates functional responsibilities. The base's surge capability
derives from its ability to execute reception and nobilization
plans pronptly. Surge capability planning enhances base readi ness

and base efficiency during deploynent. Capability planning also
assesses the effects of possible closures on the base during a
surge. A well -prepared surge capability plan integrates |ong -range
planning and surge requirenents into peacetine conprehensive

pl anni ng goal s and obj ecti ves.

A. Overvi ew of Existing Surge Capability Plan

The Base Reception Plan Qutlines the Existing Surge Plan

The base's surge capability plan in the Base Reception Pl an
outlines requirenments for the reception, beddown and novenent
of units, people and naterials during contingency/wartine
oper at i ons.




Base Is an Aerial Port of Enbarkation During a

Cont |1 ngency

During a contingency, the Air Termnal wll becorme an Aeri al
Port of Enbarkation (APCE) anong CONUS installations for
processing Mlitary Airlift Command (MAC) personnel and cargo. A
Base Reception Unit (BRU and Miunitions Reception Unit (M)
will be fornmed to receive, process and support the forces. The
BRU wi || process all units and individuals awaiting depl oynment,
of f -base units and base enpl oyees. The MRU will process al

expl osive cargo. The Air Freight Termnal (AFT) will process al
non-unit cargo arriving for trans -shipnent.

Base Reception Plan Constrains Land Use t

During a contingency, all open space will be available for
tenporary facilities, storage or bivouac; however, open space in
the flood plain or near fuel storage areas, |oading zones or
muni ti ons areas shoul d be avoi ded. The base's two gol f courses
are not presently used as bivouac training sites because of the
destructive effect such use woul d have on the condition of the
gol f cour ses.

Wien i nmpl enented, the Base Reception Plan poses najor |and
use constraints on a) nunitions |oadi ng/unl oadi ng, b)
transportati on and storage, c) Aerial Port operations and

d) bivouac areas. These are di scussed bel ow.

(a) Muni ti ons Loadi ng/ Unl oadi ng

Base Reception Plan ldentifies Three Loading and 12
Unl oading Sites

The Base Reception Plan designates 12 nunitions unloading
sites on Taxiways 12 and 17 and three nunitions | oading
sites at the intersection of Taxiways 14 and 17 (depicted
on TABO-1 and in F gure 1). Froma safety standpoint, the
unloading sites are well located: they are far from any
maj or popul ation concentrations, sensitive facilities or
irrepl aceabl e equiprment. From the standpoint of airfield
operation, however, these locations can interfere wth
aircraft taxi flows, particularly when aircraft are
departing on Runway 5L. Aircraft arrivals on Runway 23R
also will be adversely affected by unloading activities at
these two taxiway | ocations.

Minitions |oading and unloading wuld be nore efficient
anay from the taxiway system that serves the primary
runway.
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(b) Transportation and
St or age

Base Reception Plan ldentifies Routes for Trucks and Trains

Transporting Minitions

Al trucks transporting rmunitions are routed through
Gate 26C to the MRU in Building 4001. From Bui |l di ng
4001, munitions are transported to either the primary
munitions in -check on Taxiway 17 or to the alternate
muni tions in -check on Taxiway 12. Both routes avoid
maj or popul ati on concentrations, sensitive facilities
and irrepl aceabl e equi pnent .

Minitions arriving by rail are unl oaded near Buil ding
743 in Area B. FromArea B, the nunitions are
transported by truck to either the prinary or
alternate munitions in -check area. This route al so
avoi ds maj or popul ati on concentrations, but part of
the route on Kauffman Road passes cl ose to several
facilities and to civilian autonobile traffic.
Building 743 is not an adequate site for this type of
activity.

(c) Aerial Port

Base Reception Plan Provides for Four Aerial Port Wrk
Centers and 5everal Support Facilities

The base is a stand -by CONUS Aerial Port that wll becone
an APCE or an Aerial Port of Debarkation (APCD) during a
conti ngency, national nobilization or national energency.

The APCE will function jointly with the logistics airlift
(logair) network and the NMAC strategic worldwide airlift
force to receive, narshal, process, load and unload all
depl oying or redeploying unit equi pnent, non -unit equi prent
and personnel for strategic airlifts. Mjor workloads are
anticipated throughout the airlift novenent. The vol ume of
airlift in and out of the base is expected to require full
operational support.

The Base Rece ption Plan provides four main Aerial Port Wrk
Centers and support facilities described bel ow and depi cted
in Figure 2.

Transportati on Readi ness Control Center Manages
I nformation Flow

The Transportation Readi ness Control Center (TRCC) in
Building 142 is the focal point for information relating
totraffic flow The TRCC receives, processes and provides
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t he necessary information to schedul e personnel and
equi prent for each termnal work center, including the MU

Ai r Passenger Term nal Escorts Personnel to and
fromArcraft

During a contingency, the Air Passenger Term nal (APT)
is nmoved fromBuilding 206 to Building 142. The APT
recei ves, processes and escorts passengers to and from
aircraft. The APT ensures tinely reception of deploying
forces who arrive at the Aerial Port of Enbarkation by
vari ous nodes of transportation.

Air Cargo Term nal Receives and Processes Cargo

The Air Cargo Terminal (ACT) is on the ranp across
fromBuil ding 142. The ACT receives and processes
cargo for shipment. After processing, ACT notifies
the Alr Terminal Qperation Center (ATOC) in
Bui | ding 143 of cargo availability. ATCC ensures
the timely | oading of support aircraft.

Mar shal |'i ng/ Joi nt | nspection Areas Ensure Cargo
Docunent at i on

The Marshal | i ng/ Joi nt | nspection Areas, between Buil di ngs
152 and 206, are staging and assenbling sites for cargo
and rolling stock by | oad sequence. Cargo is inspected for
proper documentation, |abeling, nmarking or certification.

Support Facilities Include Scales, Shoring Storage and
Vehi cl e Washi ng

Gher inportant Aerial Port facilities include
portable scales and drive -on scales adjacent
Building 170, a shoring storage area adjacent
Building 143 and vehicle washing facilities in
Bui | ding 142 and Buil di ngs 55 and 151 (not shown).

(d) Bi vouac Area

Base Reception Plan Establi shes Two Bi vouac Areas in Area C

Billeting facilities (housing) for individuals and units
will permt Air Force transiting forces to renain close
to unit equipnent. No billeting will be provided for
departures within 12 hours of arrival. In addition, the
Base Reception Plan establishes two prime bivouac areas,
or tenporary encanpnents, for Arny troops awaiting

depl oyment




(shown on TAB O -1 and in Figure 3). These bivouac areas
are adjacent the Petroleum G and Lubricants (PQ)
Storage, the Prime BEEF area and the east end of the
main runway. Arny units will set up bivouacs at each
unit's discretion. Arny units will be fed on an
enmergency basis with the assunption that they will eat
organic field rations during short stays.

In general, bivouac areas nust be | ocated near the Aeria
Port and hardstand areas and nust be | arge enough to
preserve unit integrity. These areas shoul d be accessible
to major utilities, paved roads and main gates. Siting
shoul d avoi d danger areas such as flood plains, fuel
storage areas, |oading zones and nunitions areas. The
base’ s two proposed bivouac areas are anal yzed bel ow.

The First Bivouac Area |Is Accessible to Aerial Port, But
Part |Is Progranmed for an Arny Reserve Facility

The first area is near the POL storage and Prinme BEEF
facility. Adjacent Loop Road, this site offers
proximty to the Aerial Port and contains sone tree
cover. However, this area is al so adjacent the PQL
storage facility, and the risks associated with
hazardous fuels dimnish the suitability of the area.

Part of this site is programred to be an Arny Reserve
facility. The proposed facility wll decrease space
for bivouacs. This could adversely affect unit
integrity because an entire unit would not be able to
bi vouac t oget her.

Second Bivouac Area |Is Larger But Farther From Aerial Port

The second area is farther east along Loop Road. It is
larger than the first bivouac area. This second bivouac
area is farther fromthe Aerial Port than the first area
but closer than any other potential bivouac area. The
second bi vouac area offers access to Loop Road and is

| arge enough to handl e a | arge nunber of troops.

However, the area has no tree cover, so it is exposed to
snow, rain and wind. This site also lacks utilities.

Needs and Requirenents

Required taxiway inprovenents and key points of entry are
maj or deficiencies in surge capability at the base.



5

Z2

LB Prime Bivouac Areas
SCALE: Approx.
NORTH

'Z/a Bivouac Areas

LEGEND

2 \
hh Vi, TR
»1 N =8
e it S —
. Y
£y A
%
‘,. | 13
! i

Figure 3

BIVOUAC AREAS

Y
R %k

g
o

ot ~\E
s N




Runway System |s Adequate for the Aerial Port Dock Centers

Interviews with 2750 ABWOMIX personnel indicate that the

current runway systemis sufficient to accommodate the air

traffic volunes expected during a surge. C -5 and B-747 aircraft
are the largest aircraft to use the airfield during a surge. The
primary runway has sufficient pavenent |length and width to
accommodat e these aircraft.

The major operational limtation of the airfield is the
taxi way system not the runway system Surge is further
limted by aircraft loading tinme: Two hours and 15 m nutes
are required to load a C -141.

Two Taxiway | nprovenents Are Needed for Air Traffic Fl ow During

Sur ge

Landside facilities and the Aerial Port Wrk Center are on
opposite sides of the primary runway, with the Aerial Port Wrk
Center on the East Ranp. Aircraft taxiing between the East Ranp
and the primary runway nust pass through a congested parking ranp,
cross the secondary runway and traverse a circuitous route.
Aircraft taxiing fromthe East Ranp to Runway 5L have to cross the
primary runway and use Taxiway 17 to reach the end of Runway 5L.
(Aircraft capable of nmaking a departure fromthe intersection of
Taxiway 12 and Runway 5L/ 23R do not have to cross the prinmary
runway.) Figure 4 depicts taxiway inprovenents that should be nade
as soon as possible to alleviate the inefficient taxiway system

Aircraft Parking Plans Can Acconmpdate Aircraft During a Surge

During recent hurricane evacuations, Transient Alert was able to
park 408 aircraft, including tenporary parking on Runway 5R/ 23L
and sone taxiways. During a surge, Runway 5R/ 23L and Taxiway 17
shoul d not be used for aircraft parking, and Apron H shoul d be
reserved for cargo marshalling. However, the foll owi ng areas
listed in the Hurricane Parking Plan appear suitable for aircraft
par ki ng during a surge:

°West Ranp: 15 C -1413s, C-130s, P-3s or other large aircraft

°Taxi way 8 between Taxiways 3 and 5: 287 fighter aircraft

° Taxi way 8 between Taxiways 3 and 12: 25 fighter aircraft
° Taxiway Stub 12: 22 fighter aircraft

° Taxiway Stub 8: eight fighter aircraft
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The two taxiway stubs (Taxiway Stub 12 and Taxiway Stub 8) are within
the Quantity/ D stance (~/ D) Zones for nunitions |oading on Taxiway 12
and for the future hot cargo pads. These parking | ocations shoul d not
be used when munitions are in the Taxiway 12 | oading area or the new
hot cargo pad.

G her parking will be available during a surge because sone base

organi zations that will depart during a surge, such as the 906t h
Tactical Fighter Goup (TFG and Detachnment 2 1401st Mlitary

Airlift Squadron (MAS). The cargo term nal parking area can

accommodate one C -5 and three C -141s or two C -5s. Only Departnent of
Transportation (DDI) dass B and C and Departnent of Departmnent of
Defense (DOD) A ass 1.3 and 1.4 expl osives can be | oaded at the

cargo termnal. DDT dass A and DOD dass 1.2 and 1.3 expl osi ves

must be | oaded at the hot cargo pad.

Current Base Plans Do Not |nclude Additional security
Personnel to Secure Aircraft During Surge

Current base plans do not adequately nor specifically address the
probl em of inadequate security forces for securing the increased
nunbers of aircraft projected to be at the base.

Recomrendat i ons

A review of the Surge Capability Plan and an anal ysis of needs
and requi rements show limtations in nmunitions storage and

| oading, the Aerial Fort Wrk Center, bivouac sites and direct
access routes. Recommendations for enhancing these portions of
the plan are discussed belowand illustrated in Figure 5.

| nprove Munitions storage Area and Construct New Hot Cargo

Pads
The location of the munitions storage area is excellent with

respect to truck access and separation from popul ated areas
or major activity centers of the base. However, the existing

facilities have water |eaks. Additional flood -proofing a nd
other renedial neasures are recomrended. A new facility to
accommodate the off -loading/loading of nunitions trucks is

al so recommrended adj acent the new hot cargo pads.

The new hot cargo pads and the taxiway inprovenent from the
East Ranp to Runway 5L should be constructed as soon as
possible to relieve the serious l|imtations on airfield
operations caused by nunitions |oading on Taxiway 17. The new
hot cargo pads have ideal truck access from | -675. An
addi tional hardstand and a new facility adjacent the pads to
accommodate the off -loading/ |oading of nmunitions trucks are

r econmended.
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This planning effort considered the possibl e advant ages of
inmproving rail access to the new hot cargo pads. However, since
no suitable rail sites are available at the base, future plans
i nvol ving muni ti ons novenent at the base shoul d be based on
truck novenent, not rail.

Enhance Existing Aerial Port Wrk Center

The Aerial Port Wrk Center works well except for a few
i nconveni ences. Enhancenent woul d eli mnate sone of these
i nconveni ences, naking the Aerial Port -nore efficient.

Use State Route 235 and Gate 26C

State Route 235 and Gate 26C provi de excell ent access for both
nmuni tions and personnel. State Route 235 and Gate 26C al so
provi de quick access to State Route 8, which has access to
both I-70and 1-75. After State Route 444A is conpleted, nunitions
shi pnents shoul d use this route for access to the new hot
cargo pads.

Avoi d Devel opnent Near Munitions Areas, the Aerial Port
and Routes to Aerial Port

Devel opment shoul d be di scouraged where surge activities take
pl ace during contingencies. Specifically, devel opnent shoul d be
avoi ded near nunitions |oading and unl oadi ng areas, the Aerial
Port and direct -access routes fromthe gate systemto the
Aerial Port.

Use Sone Open Space Areas for Energency/ Tenporary Facilities

Al open space not in the flood plain nor near fuel or
muni ti ons storage should be programmed for future devel opnent
with the know edge that the |and nay be needed for emergency or
tenporary facilities.

Identify Key Gates to Be Used During a Contingency

The base needs to identify gates to be used during a
conti ngency. The gates shoul d be able to accommodate | arge
traffic vol unes.

Construct | nprovenents to Increase Airfield Operating Efficiency

The base shoul d construct taxiway inprovenments to Runway 5L
fromthe East Ranp and new hot cargo pads as soon as possi bl e.

-12-
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Add Facilities to Enhance Aerial Port Efficiency

Several facility inprovenents woul d enhance the
capabilities of the Aerial Port Wrk Center. These
include a drive -on scale and a roll -on/roll -off dock;
addi ti onal warehouse space behind the Air Freight
Termnal, Cargo Marshalling Ofice, Ar Passenger
Termnal/in -flight kitchen adjacent Ranp H and
repositioning the control tower to the East Ranp.
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PHYSI CAL SECURI TY

Physi cal security neans protecting the physical and data resources of
the base. The 2750th ABW Security Police Sguadron is responsible for
protecti ng physical resources, which include facilities, equipnent,
personnel and private property. Individual units are nostly
responsi bl e for protecting data resources, which include advanced

t echnol ogy and research and devel oprment results. Mst research and
devel opnment at the base is performed by Aeronautical Systens D vision
(ASD) in Area B and the 4950th Test Wng in the Wst Ranp area. ASO
Security Police are responsible for preventing the transfer of

technol ogy and i nfornmation to unauthorized persons. The ASD Security
Police also conply with and inpl enent 2750 ASD direction and gui dance.
The Air Force Ofice of Special Investigations (AFCSI) Detachnment 540
is responsi ble for preventing espionage and technol ogy transfer from
t he base.

A. Overview of Existing Resource Protection Plan

The 2750th ABW(CPl an 125 -37, the existing Resource Protection
Pl an, has two m ssions:

°Provi de preventive neasures, deterrent actions,
det ection nethods, reporting and eval uation of
hostil e
or suspicious acts.
°Expand base security with expedi ence from nornal
day-to-day operations in the event of theft,
pi | ferage, robbery or a bonb threat.

The existing plan also identifies nore than 150 sensitive
facilities and areas, shown in Tab O -2 and listed in Appendix A
These facilities and areas contain resources that are sensitive

m ssi on -essential or required by regul ation.

Pl an Provi des Safeguards and Identifies Sensitive Facilities

The 2750th ABW(CPl an 125 -37 is the basis for devel opi ng and
ensuring security safeguards for all A r Force physical resources
at the base. These resources include drugs, weapons, anmmunition,
expl osi ves, funds, precious netals and jewels, autonobiles,

equi prment, supplies and ot her useful or marketabl e physical

resour ces.

Three Key Assunptions Underline Resource Protection Plan

The Resource Protection Plan assunmes that petty thievery can be
mnimzed by applying stringent controls and taking firmpunitive
measures agai nst violations. The Plan al so assunes
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that robbery attenpts can be deterred if all personnel
follow guidelines in the theft prevention programand wll
use physical security aids. Finally, it assumes that civil
di sturbances and ot her crimnal acts rmay occur because of
the overall mssion of the base, the mssion of its
operational conponents and the necessity to store weapons,
muni ti ons and hi gh -value property on base.

Resource Protection Plan Qutlines Operationa
Constraints

The Resource Protection Plan outlines four operational
constraints that limt security neasures at the base.

(1) The Best Plan Cannot Al ways Deter a Professional Thief

The Resource Protection Plan cannot conpletely deter
a professional thief. However, using dedicated
patrol s throughout the base and random vehicl e
inspections at exit points will deter the
pr of essi onal thief

(2) Base's External Boundaries Provide Easy Access

The external boundaries of the base can be breached.
For instance, access can easily be gained to Area C
next to the north side of the Wst Ranp by wadi ng

t hrough shal | ow parts of the Mad R ver

Topogr aphy Presents Several Security Concerns

The prevailing topography of the base and the
imrediate vicinity presents potential security
probl ens. The off -base gentle slopes and | arge wooded
area bordering the northern and eastern sides of the
Vst Ranp are ideal for nortars and undetected firing
positions. The dense vegetati on of the base perineter
of fers conceal nent for trespassers.

(4) Base Lacks Security Police Patrols During Peak Traffic

Interviews with base personnel indicate that security
police patrols are inadequate during peak traffic and
pedestri an hours when patrol personnel are assigned to
gates and turnstil es.

Exi sti ng Physical Security Prograns and Policies

The AFCSl determnes the | evel of threat at each Ar
Force installation based on intelligence reports and
current national and international affairs. The | eve
of threat hel ps determ ne
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the level of prevention needed. CQurrently, the |evel of
threat and the | evel of security project funding are higher
overseas than at CONUS installations.

Active-duty Air Force units at the base do n ot have strategic
nor tactical aircraft nor aircraft equipped with nucl ear

weapons so the base is not a priority mssion. Even though

the 906 TFG AFRES has tactical aircraft (F -4) assigned to its
unit and will have F -16 aircraft in the future, funding for
security projects is appropriated to priority mssions before
non-priority ones.

Security prograns and policies at the base focus on

i mpl enenting anti -terrorism planning and desi gn guidelines,
creating security zones, devel oping Security Awareness

Vul nerability Evaluation (SAVE) teans and increasing security
awar eness of all base personnel. Each programis described
bel ow with a review of programred security inprovenents.

Anti-Terrorism Pl anning and Gui deli nes Focus on Land Use, Site

and Transportation Pl anning

Air Force anti -terrorismplanning is in three categories:

| and use pl anning, site planning and transportation planni ng.
Al though terrorismis not considered a serious threat at the
base, the Headquarters of the Air Force has prepared specific
anti -terrorismplanning and design guidelines to limt
access, prevent major structural damage, and m ni m ze | oss
and damage to facility contents because of terrorist
activities. Dfferent options are avail able for arrangi ng

| and uses, siting, orientation and facility design to
decrease vulnerability to terrorist attack

(1) Land Use Pl anni ng Shoul d Consi der Topography, Vegetation
and Structures

The Future Land Use Plan (Conponent Plan D -1.1) is
partly based on an evaluation of on - and off -base
constraints and opportunities. These include terrain,
vegetati on and structures that could conceal terrorists,
facilitate access by adversaries or permt outside
observation of Air Force activities.

(2)Site Planning Considers Distance from Perineter
Landscapi ng, Topography and Popul ati on

Location and natural features of the site can be used
to limt the opportunity for terrorist activities.
Facilities should be sited a mninum of 150 feet inside
the base perimeter to reduce the potential for attacks
fromoutside the perineter.
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Facilities should be sited so that topographic features,
vegetati on and adj acent structures will permt facility
occupants and security personnel to nonitor the adjacent
area. Landscapi ng should permt occupants to | ook out

without allow ng outsiders to nonitor activities wthin.

Facilities should not be sited adjacent higher

terrain, other buildings, vegetation or topographic
features such as drai nage channel s, ditches, ridges or
cul verts since these | ocations have an increased

vul nerability.

Facilities containing mssion -critical contents such
as expl osives should be away from densely popul at ed
structures to reduce personnel injury or |oss.

(3) Transportati on Planning Should Prohibit Direct Access and
Fortify the Perineter

Transportation plans shoul d avoid direct or
straight -1ine vehicle access frombase gates. Pl ans
shoul d avoid soft entry points in the base perineter and
in approach areas to high -risk resources. Pl ans should
include alternative ingress and egress routes for fuel
and nunitions delivery vehicles. Parking areas and
driveways should not be planned in or under facilities,
and parking areas should not be planned within 150 feet
of sensitive facilities.
Base Creates Security Zones Around the Airfield and ASD Conpl ex

The base perineter fence is not designed to prevent people from
entering the base. Rather, the perinmeter fence is a nmeans of
mar ki ng the boundary. Anyone who crosses the fence is liable
for prosecution for trespassing on a federal installation. As a
counteractive neasure, the base has created security zones
around sensitive facilities within the base perineter. To gain
access to each zone, a person nust show proper identification.
The nore sensitive the security zone, the nore requirenents for
credentials. This ensures that only persons w th proper
security clearances are granted access to a particul ar zone.

Security zones have been or are being created around the
airfield and the ASD Conplex. A fence is planned for the
airfield, wth automated entry control devices on the
gates leading to the airfield. Sever al sensitive
facilities within the ASD Conplex have card reader or
ci pher (code) |ocks at their entrances.
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Base | npl enents SAVE and Ot her Security Education

Pr ogr ans

The base has inpl enented an educati on and noti vation program and
has devel oped SAVE teans. The inportance of educating enpl oyees
in security practices and policies cannot be underesti nmated
since the nunber of Security Force personnel is unlikely to

i ncrease. Base enpl oyees are taught to chall enge anyone in a
facility without an identification badge. To hel p educate and
noti vate enpl oyees, SAVE teans have been organized to attenpt
breaches of security at individual facilities. This exercise
keeps enpl oyees aware of the possibility of a security breach.

Ei ght Security Inprovenents WIIl Increase Security

Ei ght programmred projects will increase the base's
security level. These projects are described bel ow and
depicted in Figure 6.

(1) Hot Cargo Pads WII| be Constructed

The first security -related project is the constr uction
of hot cargo pads in the interior of the airfield where
the pads will be |l ess accessible to attack. This

project is programmed for fiscal year (FY) 1993.

(2) Flight Line WII be Fenced

In FY 1990, the base will install 27,440 |inear feet of
fencing around the flight line to create a security zone
or conpound around the runways, taxiways and aprons. The
new hot cargo pads will be inside the security zone.

(3) Construction of | -675 Connector Could All ow a Reduced
Nunber of Gates

The construction of State Route 444A (known as the | -675
connector) in FY 1987 will reduce traffic volunes at Gate
15A because of high traffic volunes on the connector. This
coul d enhance security by allowi ng the base to close Gate
15A. Gates 12A, 14A and 16A are al ready cl osed.

(4) Automated Gates WIIl Be Installed at Buildings 262, 266 and
the Flight Line

Atrial automated gate systemis planned to be installed
at Buildings 262 and 266 in FY 1987 and on the flight
line in FY 1989. Security personnel now assigned at
these locations will be available for other duties. If
successful, the autonated gate systemw || be

i mpl enented at other sensitive facilities.
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(5) AFLC Headquarters WII| Be Hardened to Prevent Terrori st
At t acks

A physical security inprovenment currently under way

i nvol ves hardeni ng the AFLC Headquarters in Buildings
262 and 266. This project includes extensive |andscapi ng
and creating natural and constructed barriers to prevent
terrorist attacks. This inprovenment still provides a
driveway i mredi ately adj acent the building and parki ng
within 150 feet of the building. The driveway provides
straight -line access fromGte 12A to the buil di ng.
Barriers will prevent vehicles fromthe parking lot, but
not the driveway, which cannot be protected.

(6)Intrusion Detection System WII| be Installed at Foreign
Technol ogy Division

An intrusion detection systemw || be installed at the
Forei gn Technol ogy Division (FTD in Building B56 in Area
A Designed to detect human intrusions into protected
facilities, the systemconsists of electronic nonitoring
devi ces, detection devices and associ ated transm ssi on

i nes, power supplies and signaling equipmrent.

(7)275Dth Security Police Headquarters WI| Be Expanded

A second out -year security -related project is a
221-square-foot addition to the 2750th Security
Pol i ce Headquarters in Building 168 in Area C

(8) ASO Acqui si ti on Managenent Conplex WII| Be Desi gned
for Security

The new HQ ASD Acquisition Managenment Conplex (ASD
2000) will contain key comrand section officials and
support activities, consolidating some of ASD s key
offices onto] a secured facility. The design and
construction of this facility wll concentrate on

security. This facility is programmed for FY
1990-1992, depending on funding availability.

C. Needs and Requi renents

Personnel at three pertinent security organi zati ons were

interviewed to assist in determning the requirenents to
i nprove security:

o

2750t h ABW Security Police, who are primarily
concerned wth the physical security of the base;
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° ASO Security Police , who ensure data security within
the ASD Conplex in Area B, and

°HI/ AFLC Headquarters Security Police , who are
concerned with all aspects of base security and
provi de an overall perspective throughout the
Command. Their prinmary responsibility is security
at the AFLC Headquarters Conpl ex (Buildings 262 and
266) and the Air Force Miseum

Sitings of sensitive buildings were reviewed in

accordance with anti -terrorism planning and design
guidelines. The results of this analysis are shown in
Table 1 and identify the foll ow ng -situations:

°Facilities within 150 feet of parking areas and
driveways;

° Facilities | ess than 150 feet inside the base
perinmeter;

°Bui l di ngs sited agai nst drai nage channel s, ridges or
culverts; and

°Buildings with functional -critical contents near
densel y popul ated areas.

The transportati on network was reviewed to identify situations
in which direct vehicle access is available frombase gates to
high-risk resources and to identify alternative ingress and
egress routes for fuel and rnunitions delivery vehicles.

Maj or security problens at the base are identified bel ow, and
the needs and requirenents for resolving those problens are
di scussed.

Fenci ng Wul d Resol ve Several Key Security |ssues

Several key security problens at the base are associ ated
with the lack of fencing. These probl ens incl ude:

(1) Openings in Perinmeter Fence Provide Cpportunities for
Thef t
Qpenings in the perineter fence provide anple opportunities
for theft, particularly near the Conm ssary/ Base Exchange
| oadi ng dock in the Kittyhawk Community Center. This area
is open with unrestricted access to trucks unloading. This
area has been continual ly enphasized as a problemby the
2750t h ABW SP.
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(2) Flight Line Is not Conpletely Fenced

The flight line fence does not conpletely surround the
flight line. However, the partial fencing and three

flight line patrols (one full -tinme and two during
operating hours) dimnish the security issue at the
flight Iine.

(3) Two MFH Areas Are Not Fenced

The Page Manor and Wodland HIls Mlitary Fam |y Housi ng
(MFH) areas are not fenced and are essentially w de open.
The absence of a fence makes these areas easily
accessible to crimnals. CGvilian police forces patro
t hese areas even though the areas are outside their
jurisdictions, providing double coverage. However, the
2750t h ABW SP provi des nost of the coverage and response
to these areas.
Addi tional Personnel Are Necessary to |nprove Security
Level s
The 2750th Security Police have the security responsibilities
and concerns of a medium -sized city w th one notable exception
Security Police provide protection for many aircraft, including
ASD s one -of -a-kind aircraft and val uable transient aircraft.

Even though the 2750th Security Police are authorized 249

personnel (142 mlitary, 87 civilian and 20 part -time and
tenporary gate guards), only 243 personnel are assigned to
the unit (140 mlitary, 85 civilian and 18 part -time and

tenporary gate guards).

ASD Security Police provide guidance and direction for
protecting information and conduct industrial security
inspections at the ASD Conplex in Area B and at the 4950th
Test Wng on the Wst Ranp; however, they do not provide
physical security for the Wst Ranmp or Area B. The 2750th
ABWSP is responsible for the physical security in those
areas. The ASD Security Police are authorized 32 security
specialists (1D mlitary and 22 civilian), but they are
assigned only 26 who investigate reported security |apses as
well as educate ASD enpl oyees on the inportance of security.
The following issues support the need for additiona
personnel to increase security |evels:

(1) Security Police Lack Personnel and Equi pnent to Patrol Base

The 2750th Security Police |ack the personnel and vehicles
to service the entire base during peak hours. Enphasis on
provi di ng personnel and vehicles to patrol the base
perinmeter and sensitive on -base facilities should increase.
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(2) Transient Aircraft Are Not Provided Security Priority

Transient aircraft are not given the same security priority
(or dedicated security) as operational priority aircraft,
whi ch are assigned to a base and parked in designated
restricted areas with signs, ropes and dedicated patrols.

(3) The 2750t h ABW Special Police Are Not Always Notified of
Operational Priority Aircraft On Base

The 2750th ABW Security Police are frequently not notified
when operational priority aircraft are present. Security
shoul d be provided these aircraft because the Air Force
could suffer significant financial and operational loss if
these aircraft were stolen, damaged or destroyed.

(4) 4950t h Test Wng Receives Little Securif

The 4950th Test Wng parks many one -of -a-kind aircraft
outdoors or inside hangars and naintenance facilities on
the West Ranp. Only one security patrol officer is assigned
to the West Ranp at night, and facilities on the Wst Ranp
have no entry control devices. Even though its planes are
custommade for tests and are irreplaceable, the 4950th

| acks security because of its nonpriority status.

Par ki ng Lots Shoul d Be 150 Feet from Sensitive Facilities

New sensitive facilities should not be sited within 150 feet
of an existing parking lot, nor should they be constructed
wi th parking underneath. Existing parking lots near sensitive
facilities should be reconfigured, if necessary.

Perinmeter of Area B |Is Vul nerabl e Because of Easy Access and

Heavy Vegetati on

Heavy vegetation around the Area B western perinmeter and
the relative ease of entry into Area 3 during peak traffic
hours are also security concerns. The dense vegetation
makes the perineter vul nerable to penetration. Heavy
traffic flowng into Area B from|l -675 (three | anes) and
Springfield Street (two |anes) makes inspecting each
vehicle for proper identification difficult.

The availability of vehicles with valid identification
stickers in local used -car lots conpounds the probl em of
i nspection. This problemis present at all gates on al
bases.
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Hospital Visitors Comng in Gate 9A Have Access to Areas A and

A person who enters through Gate 9A to go to the hospital gains
access to all of Areas A and C

Automated Entry Control Devices Are Necessary at Sensitive
Facilities Area

Security problens in Area B are aggravated by the | arge nunber
of enployees with access to this -area, visitors to the Air
Force Museum foreign students at the Air Force Institute of
Technol ogy (AFIT) and foreign sales representatives. Thus,
autonated entry control devices at the entrances of sensitive
facilities and at doorways |eading to even nore sensitive
offices or research |laboratories are vital to Area B security.

(1) The Large Nunber of Enpl oyees Creates Security Concerns

Controlling the movenent of the 11,500 workers enpl oyed
at the ASD Conplex is cost -prohibitive: However, this
problemis partially solved by using autonated entry
control devices.

(2) ASO Conpl ex I's Subject to Entry by Visitors to the Air
For ce Museum Annex

The proximty of the Ar Force Miseum to ASO and the
presence of the Air Force Miuseum Annex within ASO present
security concerns. The Ar Force Mseum attracts nany
tourists. Once inside the Alr Force Muiseum Annex, tourists
could accidentally wander into sensitive areas.

A though wayward tourists have  not created any
significant problens, non -tourists could use the Miseum
Annex to gain access into the ASO Conpl ex. This potential
problem must be controlled by security neasures even
t hough the Miseum Annex will be relocated adjacent the
Miseumin 20 years.

(3) Foreign Students and Sal es Representatives Have Access to
Sensitive Facilities

Many foreign students enrolled at AFIT, sonme from
Eastern European countries, have controlled access into
the ASD Conpl ex adjacent AFIT. In addition, many foreign
sal es representatives have control |l ed access to Area B.
Maj or problens can be avoided with autonmated entry
control devices at sensitive facilities.
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Transportation | nprovenents and Reduced Entry Points Are
Necessary

Transportati on planning and gate operation procedures are
critical elenents for achieving a secure base. The
fol l owi ng i ssues support the need for inproving the
transportati on system and gate operation procedures.

(1) Total Identification Checks Are Difficult to Attain

Checking identification for each vehicle entering

the base is difficult. If a THREATCON condition (a
level of terrorist threat) forced a 100 -percent
identification check, vehicles would be backed up

onto State Route 444 and ot her primary roadways.

(2)Soft Entry Points Provide Quick Access to Hi gh -Ri sk
Resour ces

Soft entry points are |ong, straight approaches that
permt a vehicle to reach a high speed, crash through the
gate and gain access to high -risk resources. Gates 12A
1B, 198 and 39C offer opportunities for vehicles to crash
t hrough, then gain access to sensitive facilities.

Public Address Systemls Required for Energency Notification

The base lacks a base -wide public address system to
notify people of energencies. The Security Police nust go
door to door to notify base residents and enployees of

i mpending energencies, such as tornadoes and bonb
threats.

The Base’'s Threat Level Could Be Changed During
Hostilities

Al though AFCSI has assigned the base a | ow threat |evel,

the threat |evel could be raised during hostilities
associated with surge activities. Sabotage teans fromthe
Sout hern hem sphere coul d penetrate the sout hern border of
the United States and conduct terrorist operations agai nst
mlitary installations. Resupply of mlitary forces woul d

be crucial tothe mlitary's ability to naintain conbat
operations, so the terrorists mght target the base, as

one of the hubs of Air Force |ogistical operations.

I ncreased Funding for Security |Is Necessary

If the base had a priority mssion or if the perceived
threat |evel were higher, funding for security projects at
t he base would be | arger. However, w thout adequate

fundi ng. these deficiencies cannot be properly addressed:
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° The West Ranp contai ns many one -of -a-kind
aircraft

that reauire areater protection.
°The PQL storage area is within 200 feet of the base

perimeter.

°Sensitive research and devel opnent work are performned
in Area B | aboratories and offices.

D. Recommendat i ons

Recomrendat i ons for inproving physical security at the base
are depicted in Figure 7 and descri bed bel ow

POL Storage Facility Should Remain As Is

The PQL storage facility, a recognized vulnerability at the

base, is within 200 feet of the base perineter and adjacent

Loop Road. Three alternatives for dealing with this security
risks are to harden the facility, bury it, or do nothing.

AFCSI considers the risk of attack to be low therefore, the
expense of hardening or burying the PQ. facility is
unwarranted. The reconmendation is to |l eave the PQL facility at

its present site -- an excellent |location near the airfield.

G ve Sensitive Facilities Individual Attention

The base has nore than 150 sensitive facilities or controlled
areas. As Table 1 indicated several of these facilities are

within 150 feet of the base perineter, parking areas or other
facilities, These |ocations offer opportunities for terrorism

The preferred alternative is to exam ne each sensitive
facility individually, then decide whether to | eave the
facility as it is, relocate it, reconfigure the parking areas
around it or relocate the functions within it. Individual
attention will assure each facility the best alternative.

Building 12 in Area B and Buildings 70, 210 and 1250 and the
POL storage facility in Area C are near the base perineter.

Al though these facilities are vulnerable, the threat level is
not great enough to warrant funding to rel ocate them

Twenty -two sensitive or controlled facilities have parking
areas within 150 feet of them These are Building 830 in Area
A Buildings 12, 15, 22, 45, 65, 146, 434, 441, 620, 622, 640,
652, 653 and 676 in Area B; and Buildings 30, 54, 168, 169,
210, 256
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TABLE 1
Wight -Patterson Air Force Base
Sensitive or Controlled Facilities Wthin 150 Feet of  her

Facilities
Area Facility # Adj acent Facility
"
A
262 266*
280 281
828 829*, 856*
B 4B
4A, ACF, 4AD¢, 4F*
11A 12*
14 15*
16 11A*, 46*
23 18
28 248*
65 60, 445, 447
71B 20A*
145 146*
652 653*
C 54 30%
70 71%, 114*, 174*
120 95
168 169*, 210*
258 257*

* Indicates another sensitive facility within 150 feet.

Source: Wol pert Consul tants
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and 1250 in Area C The Transportation Plan will address
rel ocating or reconfiguring parking areas, and the results of
that analysis will be included in this conponent plan.

Ei ghteen sensitive or controlled facilities are within 150 feet
of other facilities, sonme of them sensitive or controlled
facilities.

Correct Soft Entry Points

Vehi cl es coul d crash through Gates 12A, 1B, 19B and 39C and
gain direct access to sensitive facilities. This opportunity
is partially mtigated at Gate 39C because the approach is
short, but the Conm ssary behind Gate 39C is an attractive
target. Security problens at Gate 12A will soon be renedi ed.
Conpleting State Route 444A will further increase the security
of this gate. Gates 1B and 19B coul d be nmade nore secure by
shortening their approaches or creating curved approaches.
Shorteni ng the approaches woul d cause a traffic back up and
congestion on the local off -base roads, however. The preferred
alternative would be to create a curved access.

Leavi ng gates as they are woul d probably be adequate since
the level of threat at the base is low Gate 39C does not
have a | ong approach, but vehicles could achieve a high rate
of speed by State Route 444 and crash through the gate.

Ei ther the curved approach or the do -nothing alternative
woul d be accept abl e, depending on the | evel of threat and the
accept abl e ri sk.

Gates 9A, 12A, 15A, 1B, 19B, 22B and 33C are key entry points
with | ong, straight approaches that would all ow vehicles to

gai n enough speed to crash the gates easily. Gates 12A and 15A
could be closed and replaced with a new gate after the

conpl etion of State Route 444A

Construct Fences Around Base Conm ssary

The airfield and the area behind the Base Commi ssary need
additional fencing. A fence is planned around the airfield,
but not around the Conm ssary.

| nprove Routes for Minitions and Fuel

Exi sting nunitions and fuel routes are adequate. Trucks
carrying nunitions shipnents enter the base by Gate 26C and
reach the nmunitions storage area by Dougl as Road and Mtchell
Drive. Fuel trucks also enter Gate 26C and reach the PQL
facility by Loop Road.
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As an alternative route for munitions shipnents, trucks could enter
the base by Gate 57C and reach the nmunitions storage area by

R vervi ew Road. Fuel trucks could enter Gate 33C and reach the PCL
by Skeel Drive.

The proposed State Route 444A will offer another alternative for

both fuel and nunitions shipnents. However, these roads will go
t hrough hi gh popul ation ar eas.
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DI SASTER PREPAREDNESS

D saster preparedness planning is designed to protect lives and
property in a disaster while maintaining the 2750th's m ssi on
capabilities. Disaster preparedness covers natural disasters such
as fires, severe weather and floods; major peacetine accidents;
nucl ear attacks and conventional attacks. The Base Pl ans/D saster
Preparedness Division of the 2750th ABWis primarily responsible
for disaster preparedness at the base.

A. Overview of Existing Disaster Preparedness -Pl an

The base's D saster Preparedness (perations Pl an 355 -1 (OPlan
355-1) outlines actions to be taken during disasters. The

exi sting plan recogni zes that the base is vulnerable to

attack, covert eneny acts such as sabotage and espi onage,

natural disasters and najor accidents. The five key

assunptions of the existing plan are di scussed bel ow.

Pl an Assunmes an Attack May Conme with or w thout

Bui | d- Up

The first assunption is that an initial attack can conme with

m ni mumwarning (tactical) or be preceded by a detectable

eneny . build -up (strategic). The attack may be nucl ear, which
wi Il cause wi despread contamnation and limt the operational
capability of the 2750th ABW

Pl an Assunmes the Base WII| Respond to Accidents

The second assunption is that nmajor nuclear or
non-nucl ear accidents could occur at the base and

require response.

Pl an Assunmes Hazardous Weat her Can Stri ke the Base at Any Tine

The third assunption is that severe weather could strike
t he base wi thout warning. Lightning, hail, tornadoes,
strong wi nd gusts, thunderstorns, blizzards and freezing
precipitation are all possibilities.

Pl an Assunmes Base WI| Receive Assistance

The fourth assunption is that assistance will be furnished in
accordance with | ocal agreenments and nenoranda of understandi ng.

Pl an Assunmes Base WI| Assi st Nei ghboring
Conmmuni ti es
The final assunption is that initial disaster relief
assi stance to | ocal comunities could be required at any tine.
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Exi sti ng Di saster Response Procedures

The base popul ation will be notified of an inpendi ng di saster
by one of two base siren signals. The attack warning signa

is athree-to-five-mnute wavering tone, indicating an actua
attack has been directed against the United States and
war ni ng everyone to take shelter imediately. The alert

signal is athree -to-five-mnute steady tone, indicating an
ermergency other than a hostile attack is immnent. Loca

nmedi a and security police personnel will informbase

per sonnel about the type of emergency and the action to take.

The base is concerned about three types of disasters:
nucl ear attack, natural disaster and acci dents. Measures
to prepare for each are described bel ow

Base's Operation Shelters Can Protect Personnel and
M ssion-Critical Functions During a Nuclear Attack

The base coul d be subject to an eneny attack w th nucl ear
weapons with little or no warning. In a direct nuclear
attack, very little, if anything, at the base will survive.
Shelters are not stressed to withstand bl ast effects nor the
pressures associated with nucl ear detonation.

Advance pl anni ng, however, can mnimze the capability of a
nucl ear attack to destroy the base's capability to perform
its mssion. This planning provides survival protection
shelters for personnel, evacuation of dependents and
civilians and plans to restore full operational status in
the shortest tine possible follow ng an attack.

The base has one protective shelter (Building 262) and 15
emer gency operations shelters. The protective shelter, Building

262 (Area A), is for mlitary personnel and emergency -essenti al
civilians. Emergency operations are operated by a trained

shel ter managenent team and they house m ssion -critica
functions that nust be furnished with personnel on a

24-hour -a-day basis during energency situations. Dependents and

remaining civilian enpl oyees will be sheltered by | ocal
governments or relocated away fromthe base. This rel ocation
coul d cause a massive gridlock at the base.

Base Strives to Mninmze Property Danage and Personnel |njuries

Duri ng Natural D sasters

Nat ur al disasters are energencies resulting from floods,
eart hquakes, snowstorns, tornadoes, severe thunderstorns or
simlar catastrophes. The base s m ssion during natural
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disasters is to mnimze property damage and personnel
injuries through pronpt weather warnings, necessary protective
actions for facilities and aircraft, pronpt treatnent of
injuries and the quick recovery of mssion capability.

The base will also assist |ocal communities when civilian
recovery resources are exhausted or inadequate to cope with
the disaster.

Three types of natural disasters are inportant: a) tornadoes
and high winds, b) flooding and c) blizzards and heavy
snows. Earthquakes are not a najor concern in Chio.

(a) Tor nadoe

Base Operates Eight Shelters for Protection
Agal nst Tor nadoes or H gh Wnds

Tor nadoes and high winds are the nost preval ent of the
natural disasters, the nost likely to strike the base and the
nost destructive. Heavy thunderstorns and hail may acconpany
t ornadoes and hi gh wi nds, and these conditions nmay warrant
speci al protective neasures.

The base has eight clearly narked tornado shelters in

Bui l dings 11,207 and 256 in Area C Buildings 14, 15, 18 and
450 in Area B; and Building 262 in Area A These shelters are
designated in Figure 8. Al though not official tornado
shelters, each facility has areas that provide protection from
t ornadoes or hi gh w nds.

(b)
Equi pnent in Areas A and C and the Kittyhawk Center Are

Evacuat ed Duri ng Fl oods

Large portions of Areas A and C are within the flood plain
of the Mad Rver. |If these areas are fl ooded, equi pment
wi Il be evacuated, according to Detachnment 15, 15th
VWeat her Squadron and the Mam Valley Conservancy
D strict.
(c) Blizzards and Heavy Snows

Base Responds to Blizzards and Heavy Snow by a Snow
Renoval and Frozen Water Pipe Prevention Program

The conbi nation of extreme cold wi nd and heavy snowf al |
requi res special precautions. During heavy snows or
blizzards, the base is responsible for snow renoval ,
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preventing frozen water pipes and renoving
hazar dous conditions such as large icicle
formati ons and snow accunul ati ons over doorways.

Aircraft Accidents Are More Common than Nucl ear or Hazar dous
Materi al s Accl dents

The base is responsible for accidents involving aircraft or
nucl ear or hazardous materials and for off -base mlitary
accidents. Aircraft accidents are the nost likely to occur at
t he base.

Aircraft accidents may invol ve conventional weapons, nucl ear
weapons and hydrazine fuel. They may involve aircraft or other
vehi cl es. Wien conventional nunitions are involved, extrene
caution nust be exercised when approaching aircraft because
muni tions such as rockets or mssiles may be operati onal

Toxi ¢ substances, such as hydrazine, are al so dangerous.
Hydrazine, a clear, oily liquid with an odor simlar to ammoni a,
is caustic to the skin and can be fatal if ingested or inhaled.
Used in energency power units in F -16A and B-nodel aircraft,
hydrazine is sensitive to sparks or flame; thus, personnel nust
consi der hydrazi ne | eakage during rescue operations.

In aircraft accidents, the area around the accident site is
cordoned off to control access. Only crash -fire-rescue
equi prent and aut hori zed personnel are allowed near the site.

Needs and Require

Three areas of concern should be considered when evaluating
di saster preparedness at the base: education, evacuation and
shelters. Needs and requirenents for these are addressed bel ow.

Exi sting Prograns Educate Base Personnel and Residents in
D sast er Preparedness

Base personnel and residents shoul d understand di saster

prepar edness, know the | ocation of fallout and tornado shelters,
know t he proper actions to take during different types of

emner genci es and know how to evacuat e buil di ngs. Educati ng

per sonnel about emrergency neasures is inportant because nany
peopl e do not realize the seriousness of a disaster until it
occurs.
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Evacuation Plans Require Cl earing Densely Popul ated Areas
Qui ckly

In theory, this programis efficient; In practice, people
may have difficulty getting off base. The plan requires

per sonnel and dependents to know and fol |l ow each facility's
evacuation plan. And it depends on adequate traffic
circulation on base and off for peopl e evacuating the base
and for mssion -essential personnel returning to the base.

Sheltering M ssion-Essential Personnel and Evacuating All Qhers

Provi des Required Protection

Exi sting prograns satisfy base shelter needs. M ssion -essenti al
personnel are sheltered in Building 262 in Area A. All other

per sonnel and dependents are evacuated away fromthe base to
Shel by County, about 75 mles north of the base. This

conbi nation provides effective and efficient protection for

base personnel and famlies if there is tine to evacuate.

D. Recommendati ons

Conti nue to Educate Base Personnel and Residents in D saster
Pr epar edness

The base shoul d continue its ongoi ng educati on program
annual briefings and orientation of new personnel and
residents. These prograns work well, so no inprovenents are
necessary at this tine.

Reeval uate and | nprove Evacuati on Pl ans

Personnel will have difficulty evacuating the nore densely
popul ated areas of the base, particularly Area B. The base
should test and evaluate the evacuation plans and make
i nprovenents as necessary. Mre education nmay be necessary
if personnel do not know evacuation procedures for every
facility; inproved circulation plans may be needed if
gridlock occurs in densely popul ated areas of the base; and
provi sional shelters nay be necessary for personnel and
dependents who are unable to | eave the base in time.

Consi der Provisional Shelters

Dependi ng on the base's success in inproving evacuation
procedures, provisional shelters nay be needed for personnel
and dependents unable to | eave the base.
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APPENDI X A

OCONTRCLLED AREAS AND SENSI Tl VE RESOURCES

AREA A

AREA B:

AREA C

Bui | di ng 262 Bui | di ng 266
Bui | di ng 800 Bui | di ng 828
Bui | di ng 829 Bui | di ng 830
Bui | di ng 856 Bui | di ng 867
Bui | di ng 892 Bui | di ng 1455
Hangar 4B Hangar 4C
Hangar 4D Hangar 4E
Bui |l di ng 11A Buil ding 12
Bui l ding 14 Bui | ding 15
Bui l ding 16 Bui | di ng 20A
Bui | di ng 22 Bui | ding 23
Bui | di ng 24C Building 2B
Bui |l ding 33 Bui | di ng 45
Bui | di ng 46 Bui | di ng 50
Bui | di ng 50A Bui | di ng 65
Bui l ding 71B Bui | di ng 100
Bui | di ng 145 Bui | di ng 146
Bui | di ng 167 Bui l ding 191
Bui 1di ng 248 Bui | di ng 254
Bui |l ding 434 Bui | di ng 441
Bui |l ding 478 Bui | di ng 485
Bui | di ng 620 Bui | di ng 622
Bui | di ng 640 Bui | di ng 641
Bui | di ng 652 Bui | di ng 653
Bui | ding 676

Building 1 Bui | di ng 49A
Bui |l ding 54 Bui l ding 70
Building 71 Building T-92
Bui |l ding 110 Bui l ding 114
Bui | ding 120 Bui | di ng 147
Bui | di ng 154 Conpl ex Building 168
Bui | di ng 169 Bui l ding 174
Bui | di ng 206 Bui | di ng 210
Bui 1di ng 253 Bui | di ng 256
Bui | di ng 257 Bui | di ng 258
Bui | di ng 259 Bui | di ng 882
Bui | di ng 963 Bui | di ng 964
Bui | di ng 969 8ui | ding 972
Bui | di ng 1226 Bui 1di ng 1250
Bui | di ng 4010 Bui | di ng 4014
Bui | di ng 4041 Bui | di ng 4048 Conpl ex
Bui | di ng 4053 Bui | di ng 4058 Conpl ex
Pad 3939 Pad 3942
Aircraft Parking Area
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APPENDI X A
(Conti nued)

KI TTYHAWK: Bui | di ng 1250
VEST RAMP:  Aircraft Parking Area
Bui | di ng 4022

Bui 1di ng 4026
Taxi way 18

EAST RAMP: Aircraft Parking Area
Bui | di ng 145
Bui | di ng 152

OFF-BASE: Bui |l di ng 841
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Bui 1di ng 4024
Bui 1di ng 4028
Taxi way 20

Bui | di ng 100
Bui | di ng 148
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ATTACHVENT 3: Model Statenent of Wrk For a Contracted
Conti ngency Pl an Conponent

The Contingency Plan Conponent of the Base Conprehensive Plan (BCP)
shoul d contain a conplete description of the current and expected future
conditions on the base. The plan shoul d include graphics suitable to
this purpose (see AFR 86 -4 for base tab (map) requirenents).

The Contingency Plan will vary according to the needs, conditions and
| ocati on of each Air Force base, but it should contain, at a m ni num

1. Executive Sunmary;

2. Description of Existing Conditions;

3. lIdentification of Problens, Constraints, and pportunities;
4. An Evaluation of Alternatives;

5. Recomrended Pl an(s);

6. Plan Inplenmentation Strategies; and

7. Sufficient graphics to enable clear understanding of the findings,
process, and results.

These sections of the Contingency Plan should take the reader through
an orderly, sequential process of understanding the context of the plan,
t he approaches and assunptions used, what was found to exist, alternative
pl an el ements, and final plan(s) and inplenentation nmeasures. See the



Cont i ngency Pl anni ng Handbook for major elenments to be included in the
conponent .

1. Executive Summary

The Executive Summary shoul d briefly describe the purpose of the
Conti ngency Plan Conponent, its relationship and affect on the other
pl an conponents especially |land use, transportation, utilities and
facilities devel opnent), a sumrery of base needs, and highlights of the
pl an recomrendati ons. A person reading only the Executive Sunmmary
shoul d be able to understand the primary elenments of the plan.

2. Existing Conditions

Exi sting conditions at the base and surroundings, its
| ocation and description froma contingency planning standpoint.
Exi sting Conditions maps shoul d be prepared to indicate inportant
aspects of the base affecting its capability to respond to
conti ngency situations.

3. Problens, Constraints, and Qpportunities

Describe the current problens, constraints and opportunities
identified during the existing conditions inventory. Include a detailed
description of what the problens are and the probabl e causes. Descri be
any physical, environnental, legal, and other factors on pl anni ng and
devel opnent. Al so, identify existing facilities, systens or conditions
that provide opportunities for inproved contingency response. |nclude
of f -base probl ens and opport~nmil;ties to the extent that they will
affect planning on the base.

Prepare a map show ng | ocati ons of problens and opportunities al ong
with a short narrative of each that is nunber -keyed to the map. Were
feasible, forecast potential future problens resulting fromcl~anges in
mssion or threat. Indicate future aspects on the same nmap 'using a
speci al synbol, color, or by nmeans of an overl ay.



4. Evaluation of Alternatives

For each current and future probl em opportunity, describe the
alternatives that were considered. Use a tabular format to display
alternatives. Prepare sketches of alternatives, particularly changes that
are otherwise difficult to visualize. These m ght include physica
alterations such as road realignnents, denolition, and construction
al ternatives.

Evaluate the alternatives and descri be how this eval uati on was done
and the results for eacl1l problemor opportunity identified. Include a
list of criteria and standards used for eval uati on purposes. Provide
t abl es showi ng the conparison of alternatives. Conclude with a ranking of
all alternatives.

5. Recommended Pl an

Describe the configurations that are needed to nmeet current and
future base contingency requirenents. Prepare nmaps for each najor
category (e.g., surge capability, physical security, etc.) show ng the
future plan with short - and |long-termrecomendations. Use appropriate
colors or synbols to differentiate between the recomrendati ons.

I ncl ude a tabl e describing the reconmendati ons, keying to each map.

6. Plan I nplenentation

Describe steps to be taken to inplenent the recomrended
projects. Include coordinati on needed anong base personnel and
of f - base agenci es. Devel op specific policies, prograns and projects
that will inplenent the recomrendations in the plan.

Prepare a table showi ng estimated total cost and project phasing
to inplement the short - and long-term recommendations. The table
should include projects in each fiscal year and according to funding
source (e.g., Mlitary Construction Program perations and
Mai nt enance, etc.).



7. Plan G aphics

Preparati on requirenents, scales and conputerization of the tabs
(Tab O of the BCP) are described in the BCP Master Statenent of Wrk,
avai | abl e from HQ USAF/ LEEV, or the nmajor comrands. |In general, the

Tabs use the G 1 Tab of the BCP as the basis for mappi ng conti ngency
requi renents. The Conti ngency Conponent Tabs are as foll ow

Tab 0-1, Surge Capability

Tab 0-2, Physical Security and Antiterrorism

Tab 0-3, D saster Preparedness

Tab 0-4, Installation Qperability

Tab 0-5, Beddown and Support of Depl oyed Forces

Tab 0-S, Theater -specific Requirenents

Tab 0-7, Canoufl age, Conceal ment and Decepti on
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